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Abstract In this paper, we propose an image authentication system for JPEG 2000 images
that are obtained by the JPEG 2000 Interactive Protocol (JPIP). Digital signature is one of
the image authentication tools. It can be applied to digital image with a fixed codestream
structure, such as a JPEG image. However, the JPIP permits a user to select decoding data
that is a portion of a JPEG 2000 codestream. Thus, a JPEG 2000 image codestream, which a
user obtained using JPIP, varies its structure according to his/her requests. Therefore, a JPEG
2000 images obtained by JPIP cannot be authenticated using a conventional digital signature
such as RSA, DSA, etc. To solve this problem, we adapted an aggregate signature to the JPEG
2000 images. The aggregate signature is a digital signature that some signatures are aggregated
into but requires only one verification. We show the concrete authentication system for the
JPEG 2000 image obtained by JPIP using the aggregate signature.
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