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Abstract Digital fingerprinting is to embed information into the content and to trace illegal
users. For managing a fingerprinting system, we should consider the tolerance against collusion
attack. On the spread spectrum fingerprinting, it has been estimated that the embedded signal
attenuates 1/c when ¢ copies are averaged. In this paper, we analyze the model of averaging
attack considering the quantization error. Our intensive analysis reveals that the attenuation of
signal energy depends on the quantization performed at embedding and averaging, and derive
an actual attenuation factor which is completely different from a conventional one. Then, we
propose the effective quantization method to improve the collusion resistance.
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