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Abstract A keyword searchable encryption scheme was proposed by Song et al., which allows a user to
retrieve encrypted data that contains a specific keyword. The concept of a conjunctive keyword searchable
encryption scheme was first introduced by Golle et al. The conjunctive keyword search method enables
us to retrieve the encrypted data that contains several keywords at one time. Abdalla et al. proposed the
notion of ID-based searchable encryption by using anonymous hierarchical ID-based encryption scheme.
In this paper, we propose ID-based searchable encryption scheme which can support conjunctive keyword
search method. The proposed scheme offers indistinguishability security against chosen keyword attacks

under the decisional Diffie-Hellman inversion assumption in the random oracle model.
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