QChouoooouooooboono
00000 ¢ D000

1000000 00000000

isec-info@ipa.go. jp

oob0 booooobooevdboboobooooboobbooboboOooD X090
QCO Qualified Certificate0 00000000 DOO0OOODOODOOOCOOOODOQCOOODODOO
0O0000O0O000DOO0oO00bOOO00O0oDbO0oOooooDooQQCOooogobooooOoo
goboogobboooboooboobooobooboobooboooboouboobooboo
oo0ooOo0oOoooOOoOo0ooIETFO0O0OO000OOO00DOOO00DO0O00OOOO0O0OD0O0OO QC
gobooboobobooboobboobooboboobooboobobooboobon

Consistent Usage of Qualified Certificates

Yasuo Miyakawaf Yasushi Matsumotof
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Abstract In Europe, QC (Qualified Certificate) profile has been utilized under the EU Directive
on Electronic Signature. Recently, each member countries started to use the QC profile also
for remote authentication. QC is used, describing a certificate whose primary purpose is to
identify a person with a high level of assurance, where the certificate meets some qualification
requirements defined by an applicable legal framework. We discuss here about the possibility of

employing this profile in Japanese government PKI certificates, and its consistent usage.
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Within this standard the term
” Qualified Certificate” is used more
generally, describing the format for
a certificate whose primary purpose
is identifying a person with high
level of assurance in public non-

repudiation services.
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Some editorial clarifications have
been made to introductory sections
to clarify that this profile is gener-
ally applicable to a broad type of
certificates,
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diation, keyEncipherment, dataEncipherment,

digitalSignature, nonRepu-
keyAgreement, keyCertSign, cRLSign, enci-
pherOnly O O O decipherOnlyO
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The nonRepudiation bit is as-
serted when the subject public key
is used to verify digital signatures,
other than signatures on certificates
(bit 5) and CRLs (bit 6), used to

provide a non-repudiation service

that protects against the signing

entity falsely denying some action.
In the case of later conflict, a re-
liable third party may determine
the authenticity of the signed data.
(Note that recent editions of X.509
have renamed the nonRepudiation
bit to contentCommitment.)
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The digitalSignature bit is as-
serted when the subject public key
is used for verifying digital signa-
tures, other than signatures on cer-
tificates (bit 5) and CRLs (bit 6),
such as those used in an entity
authentication service, a data ori-

gin authentication service, and/or

an integrity service.
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’ ‘ nonRepudiation bit | digitalSignature bit

Furope Yes -
US Yes Yes
O 2: Key usage bit setting
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Key Usage nonRepudiation | digitalSignature
ExtendedkeyUsage Client Auth

O 3: digitalSignature bit setting
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e As information defined by a certificate
policy included in the certificate policies

extension, and

e As a statement included in the Qualified

Certificates Statements extension.
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