Jodbouobogboobtdbtuouobooboobuoua

ugd DD]L gd DDT gud DD]L
TDDDKDDIDDD 0 3568502 00 0000b00bOon 2-1-15

uob0Od o0obOooboooooboobooOoobOoobOoOobO0oOoOcOobOOoOoOoOOobOoOobOOoOoboOonoonog
obooooobooobooboooboobooboooboobooooobooboobooOoboooboOooonog
obooboooboooooobooboooboobooobooobooooobooobooooboooboooog
gboooboooobooooboobooboboobooooboooobooboobOoobo20000000
oboooooboobooooobooooobooboooobooobooooboooboobooOooog
gooobooogn

Implementation and Evaluation of Dynamic Modification
Mechanisms of Cryptographic Protocols Corresponding to
Environments
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Abstract In a ubiquitous environment, it is preferable for cryptographic protocols to be modified dynami-
cally in accordance with the environments. In this paper, we propose a dynamic modification mechanism of
cryptographic protocols corresponding to the environments, based on the authors’ tools to resolve the above
problem. Also, we suppose two types of dynamic modification examples to modify the cryptographic protocols

dynamically as the situations that change frequently. We showed that this mechanism is valid by applying the

protocols used for the above examples to the proposed mechanism.
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Fig.1 System configuration of dynamic modification

mechanisms of cryptographic protocols.
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Fig.2 Module configuration of dynamic compiler.
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Table 1 Environment parameters of protocols for

high speed and low speed.
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Fig.3 Protocol flow for high speed (high-level security protocol flow).
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Fig.4 Protocol flow for low speed.
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Table 2 Environment parameters of low-level and

high-level security protocols.
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Fig.5 Low-level security protocol flow.
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Table 3 Processing time of dynamic modification for

each protocol.
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Fig.6 Questionnaire results with respect to the pro-

posed mechanisms.
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