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Abstract As malware (malicious software) activity patterns change, flexible collection and analysis of
malware became necessary. Nowadays, most honeypots that are waiting for malware communications
were used to collect their information, but these honeypots can’t adapt to malware that infect computers
over web browsers. This paper describes requirements of malware collection and analysis that can adapt to
various infection methods, and this paper presents an implementation of malware collection and analysis
environment that can change its structure and control its communications. Then, the results of dynamic
analysis, which was done on malware that matched with hash values provided on CCC DATAset 2009,

is also presented in the paper.
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