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Abstract: In this paper, we propose a bot detection method that combines traffic analysis by Network based
IDS (NIDS) and process context information obtained from monitored machines by using Virtual Machine
Introspection. Some existing NIDS determine a machine is infected if it is suspected of performing both of the
Command and Control(C&C) communication and infection activities. This approach, however, has possibilities
to generate false positives and negatives. For example, a machine that simultaneously runs two benign processes
which perform C&C communication-like and infection-like activities respectively could be falsely detected. To
address this problem, the proposed method enables NIDS to achieve process-grained detection by adding the
context information of the processes that perform network activities. For example, this method declares a
machine is infected when the machine has a process that appears to perform both of C&C communication and
infection activities. Through experiments using a prototype implementation on Xen and a bot sample specified
by CCC DATAset 2009, we confirm that the proposed method has a capability to detect bots appropriately.
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