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Study for Detecting C&C Communication Based on
Behavior of TCP/IP Session

Yoshiki Higashikado, Satoru Torii
Software and Solution Laboratories, Fujitsu Laboratories LTD.

Abstract : The command and control communication(C&C communication)
is used for attacker to manage the behavior of their bots. To identify these
communications is very important for examining the method of decreasing
the harmful bots damage. In this paper, the detection method of the C&C
communication is described. The method was obtained by analyzing the
attack communication data of CCC DATAset 2009. It was possible to apply
to various bots, and it was able to specify the C&C communication by short

odds of almost 100%.
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