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Detecting bad traffic by Snort from sampling data

TAKESHI FUIIWARAT TOSHIKI NAGAYAMA™ KAZUYUKI YOSHIDA'"

Recently, as the Internet spreads, various information is exchanged through the Internet. To keep network safely
and securely, network administrators should monitor traffic and the packet. However, analyzing each one of the
packet is becoming difficult by the wider bandwidth and the diversification of the network. Then, we thought
traffic management technology based on packet sampling "sFlow" was applied to Network type IDS "snort". In
this paper, the experiment and the result to apply the data acquired with "sFlow" to "Snort" are described.
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4.422. Padding FXDAMTZ2TF—482EE
Padding FRICBWTHMT BT —F%F14 7 4
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FTP (X ASCIl 2— K& R—R L Lica<wy FE VAR
VALK o TEBRINTNS., VARV RAFVARY
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Raw : KB Raw)
sFlow : JREE TsFlow] - [IP+UDP]
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Ny MIREER ERHHE @R 77— Mg (fE) g | vz
Raw sFlow sFlow | Padding Rk B ERH ]
Classtype [ priority ] IP, UDP Raw 44,167 (42) | 44,167 (42) - 100%
Executable Code was Detected [1] | 6,35009) | 22 (1) | 2,3417) | 2,345(9) sFlow 47,678 24) | 3896124 | 871710) | 88.2% 19.7%
Attempted Administrator 2o Paddlmg<0x00> 86,151 (38) | 39,925 (30) | 46,226 (23) 90.4% 104.7%
Privilege Gain [1] Padding<0x0A> | 51,071(33) | 39,88929) | 11,182(5) 90.3% 25.3%
Attempted User Privilege Gain [1] 20 (4) 1) Padding <New> | 40,860 (33) | 39,889(29) 971 (4) 90.3% 2.2%
A System Call was Detected [2] 36 (2) 5(2) 5(2)
Misc activity [3] 83) B Padding<0x0A>: Padding J5Z(0x0A % {370)
75— b [priority] A 5 Padding<New>: Padding 7 2.(FTP D44 0x00,
SQL version overflow attempt [1] | 29,810 20810 | 29,810 > FE 0x0A % £170)
ATTACK-RESPONSES 403
Forbidden [2] : 3 443 ER . _
SPYWAREPUT Trackware sFlow Ef57 —Z (2% L TIRRD 2 DDQBEE T2
. 2 5Z & TSnort IZXF LCHBRT — ¥ BERTE 5.
casalemedia [2]
e | © I 1m0 AT SRy
o — prra T e— Z’?"Jre*)‘/fxb\_mbﬁ't/\’f‘y FRIZEE B
@ FTORTy MERMPLEEINTZHFIHEEDT
http_inspect 41) — X BT B
portscan 3,2508) | 2,244(7) | 2,360(6) | 3,250(8)
i & o] o) ne] ue SEOERTIEO L@ TERMBICK S VLA
smtp 1741 3601 WA, @0IE) BEL DREEEERH LTS, &5
fip_telnet @ BB | 33 65(4) CRRRHIZEBLTHMMT 27 —2Ik-oTOLD b
Ssh 4,399(1) | 4,393(1) | 4,399(1) | 4,399(1) BERBREND R 2D., R— T Y r—a vk

KT 32 THRREZBOIELNDZEND, 4%
FIERHZROTZ LA TE 5.

45 ER2 M@y 1 XS

sFlow T/ X7y b A XERE LNy YA
ARZGVEDLND. ARICEET S sFlow xi
LAN-SW DR E FIRE 722 K1FH 1L 0~256 byte & 72 > THE Y,
F 7 #V FTiX 128 byte BRE SN TS, BG4
v M A ROEEBEREL, SHLERLITREY A
REEETS.

451 KB A&

ER 1 TITo L2y b YA XE2REYA X
ETUVHED, £y b A XORKRELETS.
Ny POEEIZ 44 HTho LV ERER SN2
Padding FRTEEZITH. 27EL, BRHZEOT
T2 DI 5 5 — & i3 FTP 818 T 0x00, L DB A
X 0x0A & 5.

T By YA XIRD 5 OTHB.

1. [Raw]:BIEZRL
[256] : 5288 256 byte
192] : 4288 192 byte
128 : 528 128 byte
Head) : ~ v #{§#® Z(IP, TCP, UDP, ICMP)

“woRe W

AEBRIX 2010 48 09 H 03 A (&) 00:00:00 ~ 2010 &
09 A 05 H(H) 23:59:59 @ 3 ARICEE L= %7 v b
(622,336,898 /X7 v M) 2XMRET5. RBAE

d Received (730,499,105 packets) Dropped (108,062,364 packets)




L7 7 — FOERHE, BREOHEIL, Raw) OF
—ZZxt LT Snort BT F7— hERELERTry b2
TEMRHEEL, RS EBRRIBETS.

452 RR#ER

X 4 ZERH - - BREOT7 5 — D& E2RL, 7
S—hDEIEHRYT. 72K 5 TiE Rawl ORERE%E
100% & LIz X DERBDOT 5 — DB RERT.

[k £
250,000 % ssh
SQL version overflow
ol [IIT] Executable Code

200,000 !

150,000

100,000 || ——

50,000 ——

1788
°|” Raw 256

E#H | 256,566 216,577 212,754 209,685 115,889
IRiRH 0 4,123 47,858 53 116

B 4 EBER  ERHEBHBH GRS

~@-spp_ssh

~ =fi=portscan

~ =k-spp_frag3

==Inf ion Leak

“$-ftp_telnet

50.0% f

~4-Executable Code

|
40.0% |

| == A System Call
0.0% +—

‘ = User Privilege Gain
200% -+
~4-http_inspect
10.0% +

&/ o
(256-C1%5KHH)

0.0% + e

v
Raw 256 192 128 head

B 5 EEFER : ERHOT 7 — MR R
ZOEBRBERLVRDOZ LRI,

1. TRaw]IZEk~ 256byte AT DF — & TR FTEE 2
77— bMiE 20 BEREBA LTS Z LB3ERT
&7, TIUX 256byte LL LDy MEBRIZE D
v FUITRREREDTHD.

2. fRi%k, MEEE L 256) , 1192) , M128) DIEIC
2\ [Head] DX D ICKRERERZIFELR.

3. 256 byte LTICEIVED THREDT 7 — M &%
EEETVBE 7y hOBRHKIZE DS TV,
X 128byte LLRND Y v MERTO~ vy F
7 4FE) b L E~y FERICESOIZRE
(12788 BT TWADTHB.

__ =4=SQL version overflow

4. T192) TRBRHENEL Romk iz, Y1V
DA R LTy NOEERa— RS
FTENRTLEY, BREINTVWIEARHD.

5. sFlow THE L7zF —ZIZxt LT~y FERL T
DINETIEHRITERNT F— FM 10 T4
BEL L)FET 5.

453 B8

sFlow TEET 537 v MERII~ Y FERUED
EREZF-oTEY Snort TORHICKE S HETS.
F 7z sFlow OBE 7 v b A R REWVFHREE
XL 252, ERHEIZE LTI 128byte ~ 256byte
DB TIIEEMICKE 2221372 <, 256byte DR R D
BHE I LTWB S DL ExecutableCode # R & 3
HTI100UTDOTI— DB THoTz. TNDHDE
By 7Y v rnfibni-54, RESELHNZ L
NOERMNRN LTS,

ExecutableCode (Z B8 L Ti% 256byte DEFIZHY 15,000
{8, 128byte D EFIZH) 10,000 14 & 72> TV B 23, 256byte
BRETEEOY 7Y v L— hid LAN-SW ~D&
WAEZBRL, 128byte TRET IV TFY I L—F &
DHIEL TAMERDD. TOLDESEITI T v
TU—bEeBBTEH Ty A XOHEEER LR
EOEEEITo T BERD .

FoEBRHIICELTIE, Sy PROEERa—F
DOEY TN BAETIIBM AT —F 24 MT 57
T TIRRHAT & 220,

4.6 KB 3.sFlow T—42 O&EA

EBRIZUNLE L7z sFlow 5 —#IZ Snort Z3@E A &4,
BRHENZT I— b E2RET 5.

4.6.1 REE A&

sFlow 7 — & {Zxt L C5EEk 2 L [F] U Padding 5= T3
7y NEBEELERZITY. EBRT —Z1% 2009 £ 08
H 01 A~2010 4% 07 A 31 H(152,266,950 /%4 v BT
HLTITIbD L, EBR 2 TIToHMEALT 2010
£ 09 A 03 H ~ 20104 09 A 05 H(729,646 /37 > k)
2R LTAT S . Snort THWZ M/ —/IE 43.2 TE
EZfTolA—AThb.

462 EERER
# 11T 2010/08/01 ~ 2010/07/31 @ sFlow & — & {Z
%t LC Snort 2@ &R /BRETL,
# 1212 2010/09/03 ~ 2010/09/05 @ sFlow 5 — # |Z
%t LT Snort Z A SE-ER L LHBAICER 2 Off
RERT.

EBRBERNORDOZ LB bIro Tz,

1. 1 #5007 = L TEITLERBR, e
BHo7 77— FiABRHINE, BEETIIERED
BTETIN, L OTI7—r&RTHI LVAHE
72 &b, sFlow & Snort A B HLETHEL
DAREFEELRHETER L EXDNS.

2. BLOFY Ty IRTT—REHELTNSZ
s, BTV TS ENET AR LTHY
Vv idEHTHS.



£ 11 EBFER: 2010/08/01/~2010/07/31

75—k HER 77— b R
&7y Fakyy 16,638(24) | &ToOL— 440,078(134)
http_inspect 1,473(3) | Potentially Bad Traffic 2,069(02)
portscan 9,653(8) | Information Leak 375(07)
frag3 75(3) | P2P, Messenger 6,312(25)
ftp_telnet 750(8) | A Network Trojan 21,756 (18)
ssh 3,213(1) | SPYWARE-PUT 3,333(03)
bo 1(1) | Executable Code 5,458(08)
SQL version overflow 291,701(1) | #& @ﬂ'ﬂ(7l) 109,074

#£ 12 EBRFER: 2010/09/03/~2010/09/05

75—k ) ES ) KB 3

(Raw) (128byte) (sFlow)
27 7— Mg (R 256,566(61) 209,685(36) 1,636 (16)
SQL version overflow 87,707 82,640 1,294
Executable Code 48,526 9,831 17
User Privilege Gain 691 1 1
Information Leak 10 9 17
ssh 103,901 103,806 4
portscan 13,433 13,130 78
A Network Trojan - - 85 (6)
Z Ot 105(3)

3. 20094 12 HIZBitTorrentiZ &5 b T 7 4 v 7 3%
ELTEY, sFlow T—F b Z OREDOEEN
Snort TRH SN ZDZ &b P2PEOKRED
Ny NBRETHIREBEORIIIFETHS.

4. RDRIVER2TREINRD»S1T 77— MR
HENE. 2077 —MIry F432 TEEL
T —NVICEoTHALEBRBRETHS. A
Network Trojan @ classtype D7 7 — MMI NNy 7 K
THREREN TV DA EMEEZRERT 57 77— kT,
N—NF T a T flowbits ZFRIAL TS, @
BONL— VTR~ F U757y bR E
B IZ flowbits TREAZEY PL, REANEY
FENTWEBREILT I — bEETHIORER, %
DFTva BB LIV LV TERETo
e, TO LEEBEREBR o7k,

463 FER

sFlow ZF|f L= RIEBEORH T, DoS WES
P2P Lo ey FBRKREBIZEET HAERFEOR
HIZES THEH, EEICHORV Ay N TiFbh b
AEBEORHEIIELY. ¥ 7Y I L— b DERE
LR To TEHFB CTCITONAARAEBEBEOREEZITH Z
LRBREL LD, EREELZN—ITIE flowbits %
EL LB CTRESNIBEREPFEFKICEZN &
NOL—NVDEEEZRETLENDS.

5. BAEBIR

RREWRBFEFNRERRFZORBEEME ST
NetFlow * sFlow I X 2%y T —27 b5 7 4 v 7 ER
VAT ABRBL[6]. ZDOBHETIEI~y FIEFRDE

EIZEL Y snort ~DEEEIT-> Tz, AHFETIIE
BRIER LY sFlow 7 —#Z ~DE Y 25 — & OFHHNC &
Y snort ~DFEHEEIT-oTWVWD., ZOFEZLV~y
FIEROBEER T TIIRE TERVRERE ORI Z
MEEL LET. EEL, fMT35—2ickoTikid
RHEICBRZFAEER DD Z LD, N ET—%
THRERLOEZAET IHLENHS. F7z InMon #£2>
5% sFlow 234 > FZ Snort — V2 F| A L= 58
72 IDS OMEEZFF - =Y — NV [TIBRRFBEEN TSR,
TV Tty FHRIC L HBRHIETE R,

6. bHYIc

AFHICTIX sFlow ¥ —# % Snort (CEAE B2
DFERRTRL, EF—FICH L TCEAZRAAR. &
BiX Snort I LTCHEB RN v bTF—FITEETD
FEL LTHEY 2T — 2 2 M5 FESRLENT
HBZ LNy ol-. £z sFlow TRET 7 —# i
Yo PV T T —F LB DRT — N T IV
AR EDL—MONL—VEEE LEREIT .
EBRER DD sFlow 7 —# O Snort ~DHE A IZFRET
»Y, sFlow T—Z 37y hEREFIDRVED
Snort Z3EH T3V —N"~DEFIN/NEL, BOBRHER
EEBTCENIFEFICEATHIEEILND. 12
sFlow 7 —# I3 REIOREREH THY, Xy bU—
I DEROBEER 7 7 AT VA —VOEHEKIL, BE
AL B THRBOKTEZURTIBICEATHS. 2K
UEHR CIThN A2 R EEEFEORHBIIELLS, Thbd
DBEICRIET B DI I T — OER
RRET BNy A XOEFETNET 3 HHRE
FPHOTHERDLD EEZLND.

BB CIIMNT 27— F I3HMZR 2 — RE04
DETOROBREBPHFEL, VL OEEIIRRH
CORBoTWND., SHOBEL LTERHZELT
DI T 2 EY 2T —F ODRREN—NVDOEREYR
BARICMAZE YV a VIEREFIATDO N,y o
HE1T 9 HEEZHSLTOLERDD.
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