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Model Checking of the Spin-lock in Consideration of

Hardware Behavior

TosuikAzu Karto, Tosuryukr IcHisa, !
SHINYA HonDAT! and HirRoAkT TAKADAT!

We verified the exclusiveness of spin-lock algorithm with memory barrier in-
structions by modeling the algorithm with several kinds of memory consistency
models. Recent hardware for embedded systems uses memory consistency mod-
els such as Total Store Ordering(TSO) and Partial Store Ordering(PSO). Since
in these models the real order of memory access differs from the described order
in software, it is necessary to insert memory barrier instruction to the software
description appropriately. Our verification models confirm the satisfaction of
exclusiveness when memory barrier instruction is inserted appropriately. The
number of state was 1.8 x 109 on verifying PSO model with two processors.
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Table 1 memory consistency models.
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Fig.2 An example that exclusiveness is not
satisfied.
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Fig.1 Implementation of the spin-lock on the

target hardware.
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Fig.3 Model chart of atomic instruction
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Fig.4 Model chart of atomic instruction

(monitor model). (LL/SC instruction model).
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Fig.6 An example of memory access sequence on
TSO.
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Fig.5 Model chart of TSO.
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Fig.7 Model chart of PSO.
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Fig.8 An example of memory access sequence on
PSO.

O00000O0O0O0oOobSBOOOO0OO0OOOOOOO0O0O0O0O0UOO0OO0OoOoO bMBOOO
gooo0oo0oboOo0doOo0obOOoOoOoO0boOo0OoboUObooooooooUObobo bMBOO
gooobooobooboooobobooboobobobooboboobooboobOoo
gooooooooooobobobooboboooooboobobobobobDobDooo
00oo0ooOOoooOooo bMBOOOOOODOODOOOOOOODODODOOOODO
000000o0o0oO0oOoOo bSBOOOOOODOOOOODMBOODOOOOODOOOOO
0000ooO0ood0ooooOoooooOooooooObMBOOOODOOODOOODODO
goooooooooooboboboobooboooboooobobobobobooobooo
gboboboboooooobooboobobo

5.3 Partial Store Ordering 00000

PSOOOOW - ROODOODOOW -WOOOOOOODOODODOODODOOODOO
0o TsoO00D0oO0OooDoOo0o0oDoOOo0oooooooDooooooogooooo
0o0do0ooopooooooOooooooooo FIFOOCOOUOOOODODOOOOOOO
O0OPromela 000000000000 OO0ODOOOODOOCOOOOOOOOOODOOO
gboooboboooobooboooboboobobooooboobobooboobobo
OO00OOo00DOOoO00DOOoO0O0oO00bO00DOU0O0D0Od PromelaOOOOOODO
gbooboooobooooooboboooobooobooobobooboobooboboobobo
gboobooooboooobooboooboobooboboobbooboobobo
gboooobooboooooboboooboooobooobobooobooobooobobo
gobooooboobooooooooooobobobobobobDobDobDoooooo

O70pPSO0O0O0OCOOOOOOODOTSOOOODOOOOOOOOOOOOODOO
gboooboooooooboooooboobDobooLDooboobDobooboboo

Vol.2011-SE-172 No.2
Vol.2011-EMB-21 No.2
2011/5/17

02 00oooooooo
Table 2 Models that we verified.

oooo ooooooooo go0oO0ooo0ooooon
MON-SC oooooo SC
MON-TSO oooooa TSO
MON-PSO oooooo PSO
LLSC-SC LL/SCcOoo0oon SC
LLSC-TSO LL/sCcOoOoooo TSO
LLSC-PSO LL/sCcoooon PSO

OO0pPSOUO0OODDOO TSOOLOOOUOUOUDOOOOOstrexO0OOOOOO/0000O
oobooooboobooobooooooo

obooobooooooobooboooooooobooooooooboobobooOobcOoOooooon
gooooboooooooobooooobooooooobOooooooboooOoooonon
goboooooboooboooooooooooooon

080000000 DOODOU0DOOUOOOUDOOODDDOUDOOODODOPIOODOOO A
gobooooboooobooosolimooooooobboooobooopP100OOO BO
goooooobooboobooobo 2o oooooooooboooboooooooOooonn
0000000000000 00 ADDDOOODOOOOODOOOOOOO 8o3mu

6. SPINODOOODO

6.1 O O

gobooobooooooooobooooooooboboooooDbOobooooooooDon
000000 SPINODOOOOOOOOOOOOODOOO0 200000000

ooo0o0oo0oo0oO0oooUOOoUOoUOU LL/SCo0o0oooUooUoooo
0000000000000 0000O0ObDMBOOOOOOODOOOODSBOOO DMB
gooobooooooooooboooooobOoboo0obooooooooOobooOooooDoon
uoboooboooooo

O000oO0o0ooooooooooO 20 MON-TSOO MON-PSOOLLSC-TSOO LLSC-
pSOO0O0O00OOOOOOUOOOOOOOOOOOCOOO0OODOOOOOOOOOOOO
goooooooboobooocooooooooooboboOoobooboobooOoboOoooooDbon
oooobooooooobooooooooboooOoooooOooooooooboobOoOoooOooDon
gobooooboooooooboooboooboooooboo

(© 2011 Information Processing Society of Japan



gooooooood
IPSJ SIG Technical Report

gooboobooooooooobooooobooooob3bboooooobooooooDooo
00000o0oO0o0o0o0oooooooogoooooooooooooooooTsoooQ
OO0 101000 10b200000PSO000O0OOODODOOOOO 103000 104000
gooboboooooooooobooooooooobooooooon strexddooon
gobooboobOOstrexd 00000000 101000 1020000000000
gooooboooooooooocbooooooooooobooboooooDboboooooDooo
ocoooooooooobO 103000 1b400000OD00O0OOODODOODODDOOODODOO

ooooO0O0000000 103000 10400000000000000000C0C0O0ODO

gbobodo 2000000000 0b00b0O00O0b0obocOobOObOObObCOobboODo
Oo0e20000000PSO0000OCODOOODUOOOOOOOOOOOOODOOODOOO
0000000000000 00O000ooSPINODOODOOOOOOOOOOPSOOO
gobooooboooboooooooooobooooooo

00000333GHzO 600000000Intel Xeon X568000000064GBOODO
OooOOOOO0OD0ODODODOD0ODOO00000000Spin Version 6.0.100000000000
O00D00O00SPINOOOOOOOODO® 00000000000000000000
goboooooooooooboobooooo

6.2 O O

gooooooboooobobo sooobooboobooboobooooboooboooooDn
goooooooooooobooooobobooooooboobooooobobooooooo
gooooooooboooooooooooooboboobobooooooobooooooDobo
gooooSspINOO0O0O0OO0OO0OO0OOQOOOOOODOOOOOOOOOODOODOOODODOOO
gboooboooboooobooooboodboooooooooboooboobooooooao
200000000000O0DOODOOOOOCOOOOOOOOOOOOOOODODOO
ooooooo

gboboobooobooobooboobOooooboooboob 9bboOoboOobooOonn

goboodooobooooooooboooooobobo0obooOooobooobboOobooboOoooDoo

goooooooooooboooooooboOoboooooobooOobOoooooOoOOCDbObOOOo
gooooboboooooooooooooooooboobooooooboooOoooooDoobobo
gobooooobobooobooooo

6.3 O a

0 3000MON-TSOOLLSC-TSOOOOO0OO0OO0O00O0000O0O0O0O0DOOOOO0ODOO

Vol.2011-SE-172 No.2
Vol.2011-EMB-21 No.2

2011/5/17
03 ooooooooooo
Table 3 Result of verification about the exclusivity.
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Fig.9 Relations between the number of processors and the number of states for respective models.

O00000000000000000000000O0MON-PSOOLLSC-PSOOOOOO
MON-PSOO DMBOOOOOOOOOOOOOOOOOOOOOOOOOOOOOCOO
gooooooooooooooboooooobooooooboOoooooboobOoooooDon
ocooooOooOOoOOOOosSpPINODOOOOODOOOOOOOOODOOOOOODDODOO

(© 2011 Information Processing Society of Japan



gooooooood
IPSJ SIG Technical Report

gooobooooooooooooboobooouooooooooboooo3obooooooo
goooboooooooooobooooooboobbooboobobooooooooooboooooDoo
gobooobooooobooboooboooboooboooobboOooooooDo
gobds3soooooooooooobooooooooooooooooooooobon
goooooooooobooooooboooooooboboooooobooooooobooboOoboDboboo
gobooooobbooobooooooooboooboooooooo
OO0OO0OLLSC-PSOCOOOOOOOOOOOOOOOOOD 3000000000000
gboboobooooooooboooobooobOoOoboOobOoOoboobboUoOoOobooOobo
000000000000 000OSPINOOOOOOOOOOO SMVY 0000
gooboooooooooooooooobooOoboooooobObooOoooooobooboDooboo
goboboobooooooooooobobOOoooooobDo0oOoonnD strexdooooOO
ocoooowoOoooooooooOooooooobobooooooooooOoobOoooo
OldrexO0O0OldrO000Ostrex 000000000000 00O0O0CCODOOOOODOOO
OooOOOO0OD0ODOO0O0O0000000000000O0drexO0D00O1dr 00 Ostrex 00
000000000000 00C00000000O0strexO00O0O0O0O0O0DOOO WOO
oobooooobooooooooooooOooobOOooOobOoobooobObOOobOooboOooDoboO
OO00OOPromela 0000000000000 ODODOOCOOOOODODOOOOOOOO
gooooooooboobooooboboooooobo0oooooobooooboooboooDDbDo
goooboobooooooobooboooooobooboo0ooooobooboooooDboooDbOo
gooooooooooooooobobooooboobooooooooooobooooDoo
goboooooboooooobooboooboobooooobboooooobooboo
O00000000000000 ARM Cortex-A9 MPCore 0000000 OOOOODO
gbooooboobooooobooooobooboobodbooooobOooooooboooon
goboooboooooobooooboooboooobooooooooo

7. 0000

gobobooooooboobooooboobooOoobboobOoOoOoUobObobObObOOoUDOoO
gooooboboooooooboooooobooOoooooboOooooboobooOobOoooooDooo
gooooboooooooooooooooobooOoboooooooooOoooboooooboo
00000000 0O0000oooOoooMON-PSOOOOOOOOODOOOOO 200
000000000000 00000000 1.8x10°00000

Vol.2011-SE-172 No.2
Vol.2011-EMB-21 No.2
2011/5/17

O0oooo MON-PSOOOOOOOOOOOCOOO300DOOOOOOODODOOO
gbobooboooboobooooobooboooobooobbobooboooobobooobooo
gboboboboooobooboboboboboobooboooboboboboboobo
0000000000000000000000000WOOOO0O0O0Ostrexd0 0000
goboooboooboooooooboooooooboooobooooon

o o 0O 0O

1) D00000oU0ooOooU0oUO00OOU0O0U0LO0O0ODOODOOUOoOULOOLOOO
000000.D-,0000000,1-0000000 Vol.78, No.8, pp.661-669 (1995).

2) Cattel, T.: Modelization and verification of a multiprocessor realtime OS kernel,
Proceedings of the 7th IFIP WG6.1 International Conference on Formal Descrip-
tion Techniques VII, Chapman & Hall, Ltd., pp.55-70 (1995).

3) 0000000000000 0O0000UO00O0DDO0UDLDODO0DDOOUDOOOOO
000000000000 000000pp.159-166 (2008).

4) Klein, G., Elphinstone, K., Heiser, G., Andronick, J., Cock, D., Derrin, P., Elka-
duwe, D., Engelhardt, K., Kolanski, R., Norrish, M., Sewell, T., Tuch, H. and
Winwood, S.: sel.4: formal verification of an OS kernel, Proceedings of the ACM
SIGOPS 22nd symposium on Operating systems principles, SOSP 09, ACM, pp.
207-220 (2009).

5) ARMLtd: ARM Architecture Reference Manual ARMv7-A and ARMv7-R edition,
DDI0406B.

6) Spin - Formal Verification: “http://spinroot.com/spin/whatispin.html”.

7) ARMLtd: Cortex-A9 MPCore Technical Reference Manual Revision: r2p2,
DDI0407F.

8) Holzmann, G.J.: The SPIN Model Checker: Primer and Reference Manual,
Addison-Wesley (2004).

9) The SMV Systemy: “http://www-2.cs.cmu.edu/modelcheck/smv.html”.

(© 2011 Information Processing Society of Japan



