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Preventing Information Leakage
by Memory Encryption of VMs in IaaS Environments

HipEKAZU TADOKORO,! KENICHI KOURAI!2T3
and SHIGERU CHIBAT!

IaaS such as Amazon EC2 provides users with virtual machines (VMs), but
there are security issues because the VMs are hosted in servers of clouds. For
example, cloud administrators can easily steal information from users’ VMs by
only suspending them. To prevent such information leakage, we propose a sys-
tem called VMCrypt, which encrypts user VM memorys. VMCrypt encrypts
the memory of user VMs only when the privileged VM accesses it. VMCrypt
does not encrypt memory regions that the privileged VM has to access to man-
age user VMs, such as suspending or resuming them.
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root@mach# strings quattrol.img | grep ’root:\$’
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ZrZqLD2gsPDB. yVcK6trNXAquhKFkG0:14879:0:99999:7: : :
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