0ooooooog Vol 52 No. 3 929-939 (Mar. 2011)

DoSUOUODODOUOOODODOOODDOOO
gotggbobobbobobobobooboobuoood

0O O o ofbre
o o o oft

O 0O 0l
O o o ofs

O0O0DboeSOOOOOOODOOOOOOOOOOODOOOODOOODOOOODOO
0000000000 Probabilistic Packet MarkingD PPMOOOOOOOOOO
oopPMUOOODOOOOODOOOOODOOOOOOOOOOOOOOOOODOOO
0oo0o0oo0oo0o0o00oo0ooO000o0O0ooO00b0o0O0o0o000n DoS
ooooooo0oooOoo0oo0ooO0Oo0oO0obOOoOOO0OO0ODOOOODOODODO
00000000000 o0O0000000O000D0O00000O0O0O0DO00O0
00300000 PPMOOOODOOOODOODODOODOODOOOOOOOOOO
0ooooo0o0o0ooOo0oOo0oOoU0O0OOO0LOOo0DOUOOOOOODOODOO
0ooooO0o0o00O0o000000O00O0O00DO000O0O0O0O0DO0O00OO0
00o0o0o0o0o0ooOo0o0o0o0oo0ooDo0o0o0ooooDoooo
o0oo0ooooUooooooooooo

Probabilistic Packet Marking Method
Considering Topology Property
for Efficiently Re-building DoS Attack Paths

AKIRA KANAOKA,T! MASAYUKI OkADA, 112
YASUHARU KATsuno™ and Eij1 OkamoTot!

Recently, there have been much attention to Probabilistic Packet Marking
(PPM) in several traceback technologies that specify DoS attack source node,
with some advantages as compared with others. But, PPM has three major
issues: (i) it takes long time to re-build attack paths because lots of packets
are required, (ii) hash value collision in Distributed DoS attacks leads to wrong
attack paths and (iii) there are few discussion about workload sizes for packet
marking tasks. We propose improved PPM in order to re-build attack paths
more efficiently than existing studies, and evaluate it with both mathematical
and implementation approaches. A mathematical evaluation shows that pro-
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posed PPM can decrease a number of packets for re-building attack paths and
improve collision probability. An implementation evaluation shows that packet
marking tasks are low workloads.
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Table 1 Distance distribution on CAIDA data.
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Fig.9 Collision probability on 16 bit version.
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04 PPMOOOOOOO
Table 4 PPM implementation environment detail.

CPU: Intel(R) Core 2 Duo E8400 3.00 GHz
oooo 2GB
NIC: Marvell Yukon 88E8057

Intel(R) PRO/1000 PT Desktop Adapter
Linux Kernel: 2.6.18
Linux Distribution: Cent OS 5.3

05 PPMOOOOOOO
Table 5 Results of performance test for PPM.
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