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Live Wide-area Migration of Virtual Machines
by Exploiting Application Layer Protocol Context

YuTaka IsHIKAWA, ™! HIROSHI YAMADA, 112
MASATO ASAHARA,T! Mrvuki HANAOKAT!
and KeEnJ1 Konofhi2

Virtual machine (VM) migration is an effective way to balance loads be-
tween data centers, and save electricity costs by migrating VMs to a region

where electricity costs are cheaper. Unfortunately, VM migration causes ser-
vice downtime because the VM must be stopped during its migration. This
service downtime becomes strongly pronounced in VM migration across Wide
Area Network (WAN) since the bandwidth of WAN tends to be narrower than
that of Local Area Network. The downtime of VM migration disables clients to
regularly enjoy the service, leading to the decrease of the service popularity. It
also prevents administrators from conducting VM migration, which obstructs
flexible resource management across data centers. This paper presents a new
technique that makes less clients aware of service downtime stemming from VM
migration. We exploit the context of application layer protocols between clients
and a server. Our technique traces the state of connections between clients and
a server running on the VM, and conducts VM migration when the state of the
connections becomes a state in which less clients are aware of the service down-
time. We implemented our prototype on Xen 3.3.0 and conducted experiments
with SPECweb benchmark. The experimental results demonstrate that our
technique improves the response performance of the Web server. The responses
with our technique within the tolerable time were 81.0% of all the responses.
On the other hand, the responses with existing technique were 65.0%.
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Fig.5 Experimetal environment.

000000000 0oDOoooDOoooooog Vol 4 No.2 12-24 (Mar. 2011)

0odooooooooooooooboooooooooooooooooooooog
dododddobooooooooobooboooooboboodoooooooooooa
0000000o0oU0do WANDODOOOOOOOODOODOODOOoOogo

O0000opDo0oO0o0o020000000000000000 Xen33.0000000O
O000XenOOOOOOOOOOO Dom-00000000 Linux-2.6.18-xen 00000
Dom-0 0O00OO0OO0ODOO 1024MBOCOOOOO0OOODOOCOOODOCOOOD Linux-
26.18xen000000000O0O0OOOOO 512MBOODO CPUO 2000000000
000000 8GBUUODDODDOUOCOOUUUODODODDOOD WebODODOOO Apache
22.1300000SPECweb 000000000 OCOCOO PHPOOOOODODO php 5.3.0
O0000OO00O00O00OSPECweb200 0000000000 WebOOODOOOODODOO
000000000 000oooo00ooooooooooooooooooooooo
0000000000000 00000DO0000000D0000oD0ooooooooo
000 lighttpd 1.4.25 00000 FastCGI 24.00000000000000000 Web
0000 HTTPDOODOOOOODOODO SPECweb DOOODOODOOOOOOODODOO
OSO0 Fedora8OOOOOODODOOOODODOO OSOO FedoraloOOOODOOOOO
0000000000 token bucket filter 000000000000 OONO token bucket
fiter 00 0000000000000 O00ODODOOOOOOOOO0ODODOODOOOOODO
000 100ms J0D000000000DOOODOO0DOODOO WANDOODOOD
agog

SPECweb2005 0 30 000000000000 DODOOOOODOODOODO 10000
Support 00000000000 OSwpport 0000000000000 ODOOOOODOO
0000000000000 00D00000o0oooo0O000oOogoSPECweb 000
00000 SPECwebO0OOO00OOOODOOOOOO0OOO0OOOOODOOOOOOODODOO
0000000000000 C0OO0OO0O0U0U00ououSIMULTANEOUS_SESSIONSO O 2600
O0O0OO0OO0O0OO0O0O0ORUNSECONDSOO 3000000000 WARMUP_SECONDSOO
oo oopoooo

52 0 O0O0O0O

5.2.1 Quality of Service O 00O

SPECweb DO0UJD0OUODOOOOOCOOCOODOODO 100000 token bucket filter O
000000000 0ODOOoO0oo0gn 100 MbpsO 200 Mbps 500 MbpsOD 1 Gbps DO 0 O O
0oood0ooO0obOOo0DOOo0oOO00oO0dbOOo0DOoO0oDOO0b0 ebOOUODOODOODO

(© 2011 Information Processing Society of Japan



20 ODO0oOoOooooooooOobooOoOoOooooooOoOoOoOOOoOoOoOoOooOobOObObOOOOn

100,

Fail oo
Good =31
Tolerable—=

80
60
40

20

Aggregate QoS Compliance (%)

BEFARETE
100Mbps  200Mbps  500Mbps ~ 1Gbps

06 0J0O00O0O0O0O0DOO QoSOODOO
Fig.6 SPECweb score.

000 Swpport 00 000DO0OOCOOOO0ODOODDOOOOOODOODOOOODOO
download 0 000000 DO 0OQoSO Quality of ServieceOOOOOOOOOOOOOOOO
Joo0doo0oOo0ooooOOo300000o0oodooooooooDooooonoog
0000 QoSO Good ODODOOS0DOOO0O0ODOOOOODODOOODODOOODODOO QoS
O Tolerable 00 0050000000000 000000O0ODODOOOODOOOOOOO
QoSO Fail OO0 O0OOOdownload 0000000000000 0OOOOOOODO QoS
O00000099KB/sec0 D O00DO0D00O00O0O0DO0O00OO000O0 QoSO Good OO
009 KB/secOUODODOODOOODOOODODODODOOODODO QoSO Tolerable DO OO
00000 9%KB/secOOOODODDODOOOODOODODOOD QoSO FailOOODO
0e000D00000DOO0ODOOOOD QSOUOODOO0ODOOOODOOOODOOO
0000000000000 0oU0ooo0oooooog QeSoooooo
goooOoOooopoO0oOooOoOO0OO0oO0O0000ooOoOoDOOOoOoOoUOoooboooooO
O00O0O0O0O0ODOO0O000o0oOoO 100MbpsOOOODOOODOODOOOOOOO Good
O Tolerable 0000000 81.0%000000000000 Good O Tolerable I 00O
000 65.0%0000QeSU000IDI00ODN0NDNDIONDN0NUIODNDN0NUDDD WANDOO
0000ooooooooooooooooo
00o0o0o00o0o00000oO000o0OooOOOOoUoDU0ooOoooOoDOooooOoooo
oooooO0ooO00000o0O0o0o0oUoU000ooooooDooDUO0oooooooooO
0000000000000 0o0oDO0O000D000o0o0oUDOD0oooooDooogooog
0000000000000 0000o0ooDO00o0oooooooOoooooooooooo
0000000000000 000000DO0O00000ooOooOoOooooooooooo

000000000 0oDOoooDOoooooog Vol 4 No.2 12-24 (Mar. 2011)

01 00000000000000O0O0000000D0O0
Table 1 Affected connections unsuitable for VM migration.
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Table 2 Transfered memory pages and stop time.
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Table 3 Trasfer time.
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Fig. 7 Transferred memory size and memory transfer iterations (default VM migration).
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Fig.8 Transferred memory size and memory transfer iterations (proposal VM migration).
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Table 4 Average response time.
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