o [ Vol.2011-DPS-146 No.54
YU e Vol.2011-CSEC-52 No.54
IPSJ SIG Technical Report 2011/3/11

T T TENBBRASAVH—ERXD
et AR A EDBRET

B E B HIE

I R A il

G =18

A, ATBDO—FN L FITT7 7 A VEORR S AT, BHTERE (v R
w7 A) WTEITL, ZOFEHMEMIT L CHEL— IRt w1y 7
BN A > S A4 v —E 2| BAREED TS, x T NET, BilcH
HLETaA 2R e LT —ERACEMT LT, v FRy 7 20
WA BRESE, TOMBREEICMATRE O - BEZ1T 5 BB LT, Y%
F—CANWHTHDHZ E2EHML TS, B, A2 —%y MERMO Y
RARYy 7 ARHAWS IPT RLAE, HBHICERTHIERHELVEALEL, K
BRIRESNTESGEICYT — XA OMNTERICERZEEE RITT. £ TR
T, YU RRy 7 R&A ¥ —F vy MIEFT IS, MKEZRET2—9
DEAPE7aXxELTHWAZET, YU RRy 7 ADIPT NLAZKEYL
i&%%?é?%%%%?é.it,%%i&@ﬂ%%&%ﬁ%howf%b
SR H AT .

How to Resolve the Vulnerability of
Public Malware Sandbox Analysis Systems

Kousuke Murakami* Tatsunori Orii* Takahiro Kasama*
Katsunari Yoshioka* Tsutomu Matsumoto*

Recently, the use of public Malware Sandbox Analysis Systems (public MSASSs), which
receive online submissions of possibly malicious files or URLs from an arbitrary user,
analyze their behavior by executing or visiting them by a testing environment (i.e., a
sandbox), and send analysis reports back to the user, has increased in popularity. In
previous study, we have pointed out a vulnerability of public MSASs that the host
information (i.e., Windows product key, MAC address, IP address, etc.) of a sandbox
used in public MSAS can be easily disclosed by an attacker who submits a decoy sample
dedicated to this purpose, and an attacker can detect public MSAS and conceal potential
malicious behavior of malware by using the disclosed information. In particular, if the IP
address used by an Internet-connected sandbox is identified by an attacker, then it causes
serious influence on an analysis result of the service. In this paper, we propose a method
that uses a service user as a proxy when the sandbox connects the internet for hiding its

IP address. We also show an implementation example of the proposed method.
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