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A visualization of security incident of XEN
virtual machine using emit instruction

Ruo ANDO,™! KazusHr TAKAHASHI?
and KUNIYASU Suzaki'?

In this paper we propose an interdomain communication protocol of XEN
virtual machine by involing emit instruction. DomainU can convey informa-
tion to hypervisor using virtual CPU context in an arbitrary point of Windows
kernel by generating hypercall. In experiment, a registry access of virtualized
Windows OS is transferred to hypervisor of which log is visualized by self or-
ganization map.
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int hvm_do_hypercall
(struct cpu_user_regs *regs)

{
struct vcpu *curr = current;
struct segment_register sreg;
int mode = hvm_guest_x86_mode(curr);
uint32_t eax = regs->eax;
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<Pattern I>

input 1: installation of text editor
input 2: installation of device driver
input 3: installation and

execution of malware

<Pattern II>

input 1: running P2P application
input 2: running Internet Explorer
input 3: installation and

execution of malware

<Pattern
input 1:
input 2:
input 3:

III>

running P2P application
installation of device driver
installation and

execution of malware
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0 2 Clustering and visualization of installing application(1), device driver(2) and malicious
software(3). Cluster of malware is well distinguished on the left side of figure.
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0 3 Clustering and visualization of running application(1), installing device driver(2) and
malicious software(3). Each behavior is well clustered on left, center and right side of figure.

0 4 Clustering and visualization of running network application of P2P(1) and Web(2). Also,
malware’s behavior(3) is clustered on the left of figure.
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