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A social countermeasure to prevent
illegal game software copies using direct
communication on portable game machines

Eisei Honbu™ Yoshimasa WatanabeTT ~ Masahiro Oda’"
Masakatsu Nishigaki'"

In recent years, the damage from illegal copies of the game software increases
due to the appearance of a device called “magic computer”. If the game
software is an online game which connects into the internet, we can distinguish
between normal users and illegal users with account authentication performed
on a game server. However there is no way to block illegal copy of the
stand-alone type software which doesn’t connect in the internet. In this paper,
we propose a social countermeasure to illegal copies of a type that appeals to
illegal user’s psychology. Game software checks itself with code signature, and
they send these results to the other by directly communicating with each other.

By sharing the information among game machines, all game users can
recognize illegal game users. We expect illegal users halt to use illegal copy
because they feel a sense of guilt. This scheme can be applied to contents
which contain game events which appear in the exchange process. In this paper,
we evaluate this scheme with a multi agent simulation.
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Figure 1 Creation of code signing
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Figure 2 Detection of illegal copy with code signing
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Figure 3 Detection of illegal copy with passing list
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Figure 4 Simulation field (Lx=150m, Ly=150m, Na=7)
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Figure 5 The number of detections for illegal copy
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Figure 6 The number of direct communications
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Figure 7 The number of direct communications to illegal agents
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Figure 8 The size of passing lists
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