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Development of Network Monitoring
System Adaptable to Changes
in Security Countermeasures

Keito Nishimura,’ Koichi Kato'"
and Yoshimi Teshigawara'

In network monitoring, we must detect security incidents accurately because it is
important to minimize damage by the incidents and prevent recurrence of them.
However, to detect incidents routed through a variety of devices is difficult. In addition,
to review monitoring points and detection rules are required as security countermeasures
are changed. We have studied a decision method of monitoring points and detection rules
adaptable to changes in security countermeasures, and a correlation analysis method
based on the state machine model. We implemented a prototype system and evaluated the
effectiveness of the system through simple simulations. From experimental results, we
expect that our system can automatically detect incidents and their routes, and also
change monitoring points and detection rules corresponding to the change of security
countermeasures.
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