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Experiment of the network wiretapping by
spoofing to the router in the IPv6 environment
and proposal of its countermeasure

Tomoya Sakamoto’ Ryoichi Sasaki’ Toshifumi Kai'

In recent years, exhaustion of IPv4 address becomes a big issue caused by the spread of
Internet. This tendency leads the introduction of IPv6 address which has the various
advantages such as large increase of the number of the IP addresses. However, the attack
technique that took the advantage underhand is discovered at the same time, and quick
countermeasure is required. One of such attack techniques is unjust RA (Router
Advertisement) attack by spoofing to the router in the address automatic allotment.
Although the conventional measures to the network equipment or router have been
proposed, these measures are not realistic from the view point of usefulness and
effectiveness. Therefore we show how easily we can realize unjust RA attack through an
experiment, and we propose and evaluate a filtering technique which is simple and
effective in the PC side in this study.
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Fig. 1 A forecast map of exhaustion of the IPv4 address
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Fig. 2 The flow of sending Router Advertisement by the true router
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Fig. 3 The flow of network wiretapping
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ELTRESEDLIFETHD., ZOFHEITERHLTLE Y &, KEtAICEBIE %6
ZTAHILNAREL R B, RARPCHIP T KL AZEE L TWRWEED, IP U —
ABERIA B S TR LIMTARWTFIETH Y, ¥ A I 72D FRNGFET 5.
—J5, ARWFExGTh 5D RA OBIILEZFH LR FEEERL—F X0 b ELE
DEWRAZEETHET TA—ZICRVTETIENARRTHDL A, EFIEST
HoHEEZLENTWDS.
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BRETIZBWVLTH RADEFIZAERTH D%, AHLOMRE LAN L WEP 72 & D572
B R A AV EH LAN BRI ENTWAIEE, R4 = & TERIEESZ 51T
PNDIERMERNTFET D.

T, WEENL—ZIZRVTET LT, BEFEZET TR, UToOME
LEZLNDE, WEHIZESTIRAIRRENVEEZLNLTWND.

(1) 1 HBIEEEZORMANEZRSICH D, —&IZ, IPv6 TIEEKOT FL
AT A2 ENTE, RARXETEZLV—FZOHIZT IPv6 7 R L AN HBAER X
NAHZ LTS, ZFRUIRADT LT 4 v 7 ADERENFNLDONL—HZIZL -
THRERSTWHEETHD. FD4h, BFIZEHRL—F LHBEPCIZELD 2FEEHOT
RLUANERRENDZ L&D, LML, IPV6 7 RLADARGIETE—TH DA,
RADT VT 4 v 7 ZA&EEIZ LT25E, RA N PCIZARIND T L% 1 fED
IrkinD. DB, RA DT VT 4 v 7 AEFMEIC LESAITBEHEZ SN TH D0
EIODORBAN— R U200 TR 2 2 MENFET D, £, AREh2 7 K
LANWLT VT 4y 7 AEHBITHZENARETH DAL, EHAL—FORADT LT
S IALAMEICT A ENRG 2R LMETHLEEINTNA.

(2) 2 HHIEIHTHBRBE~OBITNES 2 RICH D, 228 Tl 7= L oI, W
FEPCHERNL—Z I bEBEEZES LEZRAZEEFETDHZEITTERA FPCHREET
LETCONTy N EFELIENARTHD.ZDH, WEEPCOREICL-T
WERT Y hOBRSART 4 v TV A b~OFFE R EOWBENE ST 2 Dl Herk
NhHdHEEZLNLTVS.
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RA OBEEEZFIH LI KBETIENEOREMBRRONEFZIET D507 -72. ZD
EBRAZB LU TEORBBMEATRT & &b, MENPLEONEERELRAD.
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EBRBREEEIIER 1 O@EY TH5H.

RADVD (X RA Z1EK « ({595 — N ThH Y, Wireshark ITFFEDBEE v 3 v
EMELCERTERY NT—7 - TFIAFY—ATHDE. £, "y bk
AT metfilter E WD Xy v 7 4 W Z ) U THEHITERIHLTEY, T0ADET 2
—/L & L T ip6tables, KT ip6_queue ZfEH L7z.
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Table. 1 Environment of experiment
AL —5 RTX1200
Y pC Vine Linux-2.6.12
fEH Y — RADVD-1.0

Wireshark-1.2.9

Ry NS ARED ip6tables
HHEY =2 —L ip6_queue

Ry MRS A =z
a7 7 LA ERE

3.3 ERORNBEER

AEBRTIE, EHL—% EWEE PC R RA 2 XET 1T, BEEINTLID
BRABRPC (LLF, #EH PC LIES) BRxy U —2 OARA K PCIZxt LT Ping %
EE LEEBOBEREOHEZITV, WEEZMTONZGA TR ME T BEOFH &
LTCART Yy hOUESAEITY, LW0HH0EITHT-.

REBEIIN 40X 912 oTW0W3. £7, ERL—FDOELE % medium (Z5%E
L7 RA ZHER PCICRET 5. —JF, WA PC OEILEIT low, medium, high ®
3HEWOICENFNEE L, HiEH PCHA RA ZZ TR -BICERENED X 5 RiEfE
BEETZEDPEHE L., BEOREIXKER PC il T Wireshark % L8 X &
THEEIT-T-.
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Fig. 4 Environment of experiment of network wiretapping

FOFER, WEE PC OELED low, medium IZFRE S TV A 5E T3S N
oo =23, BN high IZFRE SN TV AEAILEEHFZMTb TV 2
EEMER LT,

T, ERAL—FTCIT—R—1rZ2FfHAL TRy NV =V DEREIToTE 25,
BEH PC 2> 5 IE(E 55 PC ~ 1 [B] Ping #1459 % Z & 1T ICMP Redirect 23{TH LTV 5
Z & bRk

Z Z T, ICMP Redirect &%, K 5 DL o2 2oT 5. #HEFEH PC K 5
OOD L D ITHEERE PC(K 5 DL—F 1) T3 v M ERE LB, KEE PC i3H
EEDNT N TR WS, K5 O@0 XK 912, ICMP Redirect & #7#E 3 PC ~%{53
L. ZHEFERFC, WEE PCIEK 5 o@D LS, EHAL—Z(X 5 DL—F 2)~
Ry NEREXT D, FLT, HEZPCIIN 5 0@QD X H5I245%DBIEEITS.

AEBRIZ LY, Ping & 1 [A%{39 2 Z & 12 ICMP Redirect 17> TW\5Z & NR%Z
Fonics, BEBEZMTOILTWD Z ERMREE KRS 2D,
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Fig. 5 The flow of ICMP Redirect

WEFZNITON TS Z L ZMER LA, KIT netfilter ZFIHL T v bk S
NEATHDZ &L, UL, 8%, Xy NIxy N —27 A XL BT —F
T IRREADHEELRET D%, Checksum W) 7 4 — /L RZAWTHEHLTE
D, Xy bERIZESHBITCHHEINTLEY. /- T, TOMEELIHET
HZ LTy FOBEANTAREIC R D EEZ, B AT,

AEBRCIE, GXAOHE LTIHET RLADKS A « HEFITV, ZO5®E %N
E L. TORE, MEME CEEIIC ATy hARIAINTNWDZ L 2RI 52
LT,

34 ER

AREBRNS, WBIEHEZMMTAD 2 ENERICHERER. £72, BEHEZOERN
VB, X7y PSS, TRODLFTMBERBEOEMNK 1 » A THRIEZ 05,
KFPATHRBNIES TBEFEZZITH 2 LN TE, ZAREMZ 0V B
FTELZZEBHHALE. 6L, ERERNS T 4 v TP A b~DFEE L VS
FHRELAETHILEBLZONDH, REICKy N —7 THEMTbNTHE,
KW ENTRIND.

4. BEEZOXEK

41 BFEOXRE
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2T BN D[],
° AL v FOT 4 Y THEREDRLIEIT L D RA OIESHHI
° JL— % @ SEND(Secure Neighbor Discovery)B§5E D 522512 X 5 AR 1E RA D EZhL

Z ZCSEND &, BEINZEEICEMT ONEREESRAIZL ST, B 2T R
B OWRRZITHOWBEDO Z & TH SH[9].

LML, AiEiE= 2 FoMBEIC LY, BEFIREOFMORFFOMBEIC LV BLERN
TRV eEEInTns. 72, BECHL UL, 2=F v A MERE LWV OIRKFEDF A
k PC ~O(E FIENTFET D4, V—F ~res 45 2 L ARBHEM T2
WEINTWND.

42 WEORE

41 B WT, AL v FREDFR Y bU— 7 B~ DBEDFEEL, L—F~D
HEREDFIETHEN TV ek Rz, ZZ2 T, #EHF PCHAICEBITD RADAvE
— VT vy MIESWET 4V EZ ) T EITO FEARETS.

RADAy =V 75— MIK 6 DL IIT72>TWVD. FDOT7 44—~ MK
He, V=B OBRELZRTETDH T 4= RIL Prf LWVWH 74— RLATHY, 2bit
TREEINLTWB[5].

01: #&5£ & high

00: &4 FE medium

11: B%FE low
B s s e T e e B B e e e e et e
| Type | Code Checksum |
B Ty e e s e e o R
| Cur Hop Limit |m;01HResm| Router Lifetime |
e e Tt e T B e e B e e T e e e et T e e
| Reachable Tine |
B et S T B e e e B e e e o ek S
|

Retrans Timer |
e e EL R EE R e e B e e e e e P B e S T S L E e P et e S
| Options ...

O T T e S

K6 RADAyE—Y 74—~ b
Fig. 6 A message format of Router Advertisement

F 72,22 TR L DI, REDIESL—F O RA O medium T 5 2%,
B PC O RA OEEEIIT D high IKRESNDZERTRIND. 22T, Zh
TS T, ABIEORETFIE T, HEH PC A RA 22 ITMAEEIC/ Vv b
DPrf 7 4=/ FEHMN, BESINTWDELEN high THoHET 7y &%
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TEROTICHEET A LI, FOT 4 EZ Y ZOEEOFHMIIK 7 D@D Th
5.
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Fig. 7 The flow chart of filtering Router Advertisement

9, v MEZE LIZRIC IPv6 ~ > # D Next Header 7 4+ —/V K& /. 5. Next
Header O 58 DA, = 5 Lz MIICMP X7 > N Toh 2 Z & 7% RFCI883
THEINTWS[10]. RA A vy E—IF ICMP X7 v N THDZ, /X7 v hO IPv6
~» Z /5 Next Header 7 4 —/L K23 58, 72 H ICMP /X7 v hThHDH Z & HVHIA
L7354, WITICMP ~v & D Type 7 4 —/v F& R 5. Type 7 4 —/b K3 134 D
B, Oy MERANTY » b THD Z ENHAT L[] #-T, RAXT v b D
A=V T4 =<y "D Pif 74—V RESRL, V—FOEBEEIZELTT 4
WAV T EDTDHZERAREE 2D, W, IPV6 X7 Oy N7 4 —~< v ME
8%, ICMP X7 DXy "7 —~<v NI 92 ZNETNBRLTHL LWV
v
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IVerS|on| Traffic Class | Flow Lakel
v RSP e
| Pavload Length | MNext Header | Hop Limit
vl S S v
| |
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T Source Address T
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v N S
| |
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| |
T Destination Address T
+ +
| |
B s Tt e e It ot o T TR B

8 IPV6 /N7y FDONRTy F T F—~< v b
Fig. 8 Packet format of PIv6 packet
B T e e T ek T T T B B St TR SEP SE S
Type Code | Checksum

+
B e et e R e e e S e T s
+

|
Wessaze Body +
|

9 ICMP "7y bDNTy 7 —~v b
Fig. 9 Packet format of ICMP packet

43 WEOERR
42 BiCHEIF XK A2 R 2 1R T X ) RBREE
», Linux FECHEHL-.

THRT 077 L& 2 LTk

& 2 EHRE
Table. 2 Environment of realization
S8 PC Ubuntu-9.1
FEHFOMERE D 2 —L ip6tables,
ip6_queue
xR a7 T LOMHSRE =z
KRT BT T EDAT v TH | %5160 27 v 7

RETa 7T 00%, Ny NEADT e T A& LTHERL, 2OXF v
BIIH 160 AT v 7 Thol-. BEIL, 428 TRAZEY, ZIE L= 37 v hD IPv6
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A~y ROVICMP ~y b RANT y N THD I &R LSS, Pt 7 1 —L
KEsl+5. £ LT, Prf 74—/ R high THH=HHIEIZE L2 v b &fk
FETLHLVWILDOTHD. Fry MZEORMND /T v MEFLIC T3 5 IR
0196 T U0 FHEDOEHME)TH Y, FEELTHREICR LW ERH L2
2o,

A Bl FEBERBE I Linux TH o7, 5%I1% Windows ECHLHEBHKAL L 512 LT
WS FETHD.

5. BENREEDHE
ARECIL, HHEMEERETELOLBREITY. TOREIEE 30E) Th 5.

#£ 3 BEMREREFEOLR

Table. 3 Comparison of Existing countermeasures and proposal of countermeasures

AA v F~DELE SEND RRFIE
kIR (& T AL v F — 4 RZ | PC
o b D AViRY) RVNEE IS
3 D Y M5 "5 M5
=% 1 A MEfR ATHE R he
TOHE
medium [f] 1t D53 K| e A

AKIFRDORRTFIE LB ELZ BT 5 L, BARRA F~DOEEDOFERITKERE LT
THETLHN, BEHZPCUTOXMEKETHDI A, 2=F%F ¥ X ME[ETH->TH RA H5
EATHOZENAEETHY, A RBDLENLRNVEWVWHIFIERDHS.

w, BETEICBWT, KEHE PC BNLET D RA OELEN low TH HHEIT,
ERA—ZITHEEIN TV D medium BNEIHLINDE, FENIEN. LrL, BAEW
@D RA OEHEEED medium DAL OSIZ L > THHT 27 F L 2 DEESEENRFLEL,
BEHESZPERDLTCLEIRERDDIEEZLND. - T, 5%ILT OMEE ik
LTWFETHD.
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AFETI, IPVOERETOT FLZHEME D Y THICBIT AV —F~D )3 F LIC
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RA DTy 74—y MIIEDWIEANT Yy 8T 4V E ) o T FREORREITV,
Linux BIZHR T w77 AaBFE L, Hee - Mg s bREENZ L 2R L.

A 1%1% Windows I [FIRR7efRE A FE4E L, MR FIEOES - MBI A#1T5 & & b
(2, N—Z OEHRIED medium [ LOBAICH T HL—F~D0TFL, KOWHEE
FBEZIZOVWTOMERLKH ROMHN 21T TETH D.

BB IPvo ICBIT D HE 4 AR E TH RIS E, MO mAHTICE L ZiEg R
Wit v ¥ —% vy b A =3 T T « 7 (Internet Initiative Japan Inc.)? Hk{X;
MIER, BE—K, LAFZRICEHFE L TS,
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