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A Linux Extension to Impose Time-Based Restriction
on Executions of Applications

SHUN IsHIGUROT! and YosHIHIRO Ovamafl

An administrator of a computer sometimes would like to impose restrictions
on execution of particular applications by particular users from a viewpoint
of working efficiency and security. For example, some administrators would
like some users not to execute Web browsers or games. In many cases, these
execution restrictions are needed only during specific hours such as working
hours. If the executions are restricted only during a specified period of time,
the users can enjoy the applications during a rest. In this work, we propose
a system that allows administrators to specify the applications and periods of
time during which the applications are allowed to run. If a specified application
is invoked while the execution is not allowed, the system blocks the execution
or shows a warning. We implemented the system as an extension to Linux and
evaluated it through experiments.
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Warning

[m Prevention
You can't run this program.
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XL TRITTHS.
Fig.1 The Message dialogs. The left is shown when the system prevents the execution of an

application, and the right is shown when the system issues a warning.

VAT LTIV OREREFEMUT AEEIIE, TOT TV 5= a vREFINTWS AR
U, HlBREMIF2. 72720, BAHIROBERIZA Y arved 5.

HHFIE, RS —T 7 A MERY —VERWT, ET%2HBELAENT TV r—2a 00
FEITT7 7 ANERET S, 5T, TOHIBOMBIZ HEik) 720k EE) 2EET5.
Mz<, HIREZEMAT2RMEEESTS. K Y—OflZ2 A NIRRT,

’/usr/bin/sol 70e0841eb0f657b4a250a1184d6de9df 122304 w 9—17‘

ZOBITIRMETERIZ, FITT7 7 AVNA, Ny Yafl, 34X, HIBROREE, @A
WEXNTWDE, HIEBORED v (3% (warning) 227, EHARRIZ 9 Ko S 17 KD
THB. ZOKRKIY Y=L, KIVV—T7AIERY —VERHALTERTZ. R)P—T77
AIERY — W, FITT7ANDNYy Y iz RD B0, 2—FW Ny v afiz i
ZHENFRV. KUY —ZFREINTWBET T 7 AR RIE, R —7 7 1 VAERY —
NPRATE2HDTHD. IHITHRY =T 7 AMERY =ik, KV V=7 74 )VZFR
INET TV =2 avebdREORBETESTL, 77— a v REFTORYTH
195 Y AT L3 =)V O & FAT R HER D28k U727 7 A VAR ERT 5.

3. = &=
3.1 #% B

ARKYAT L, H=FINVEVa— Ve TF—Erhokd. AVATLOEKEE 2 1T5R
F. Linux T, 7H2Z' 5 LDFEITHHIZ execve VAT LI —LHPIFCHE NS, £ I TK
VAT LI, execve VAT LAA—NLIFOHLE TV L, WHOKRNEZEZBI LT, T
TV —2avDFEFEEHT S, YATFLAI-NDT v 2, A—FIVETa—LIZLD
FHHELTW5.

RV —DF vy 2 %7507, 2—F v A UTEET 35 —E0 27T, F—

(© 2011 Information Processing Society of Japan



TEERALER A SO
IPSJ SIG Technical Report

T—EY

Cosasonn || L

1\l B g

;ﬁlj::igl_):;_l.y7 R ET¥570tR

TAERIZTEYF
@ @ E D ez )

feREEHN T $z: execve AT 2

* SRS T W S I

H—FIED2—L

B2 AYATLOREK
Fig.2 The architecture of the proposed system
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Fig.3 The execution flow of the kernel module and the daemon. The application process executes
the interception function with the execve system call and communicates with the daemon.
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