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Blacklisting by Reliability Evaluation Based on
Similarities among Malicious Web Sites

YosHiro FukusHiMA, ™12 Yosniakr Horifl:12
and KourcHr SAKURATTT2

The threats of malware infection via malicious Web sites which exploit vul-
nerabilities of Web browser are increasing. It is important to blacklist URLs or
domains of the malicious Web sites for filtering them. However, attackers at-
tempt to frequently change the URLs or domains to avoid the blacklist. Thus,
a blacklist which can filter even unknown malicious Web sites is significant. In
this paper, we focus on simiralities of IP address blocks and registrars used
by malicious Web sites, and evaluate reliability of them. Then, we propose a
blacklisting scheme using combinations of the two data with low reliability as
the candidates for filtering, and evaluate effectiveness of our proposal.
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