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Information Leakage Monitoring By Log
Analysis

Hiroyuki Sakakibara" and Shoji Sakurai'

Recently in an organization such as an enterprise, information leakage by employees has
become a threat. One of countermeasures against the threat is detectioning that an
employee sends a confidential file from an organization to outside by monitoring various
logs. One of log monitoring methods is tracing operation to a confidential file by
analyzing multiple logs such as a terminal operation log, a file server log, a mail
monitoring log and so on. However, in a log monitoring environment where we target,
data copy & paste operation between files is not written on a terminal operation log.
Therefore when a data copy & paste operation with a confidential file is performed, the
operation can not be traced. For solving this issue we propose a method that opened files
during a trace target file being opened is estimated as data copy source or data paste
destination and treated as a new trace target file. When multiple new trace files exist,
processing load of tracing will be heavy, therefore we propose an additional method to
narrow down the files and describe their observation.
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