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Scalar Multiplication Method using efficient Tripling Formurae

Taixi Sasauara’! and Arsuko Mrvajit?

Recently, RSA method is widely used as Public Key Cryptosystem, but it’s key
length need 2048 bits. Elliptic curve cryptography introduced independently by
Koblitz and Miller in the mid-eighties. Elliptic Curve Cryptosystem(ECC) with a
key size of 224 bits provides the same level of security as RSA with a key size 0f2048
bits. It is expected that ECC will become popular for many information security
applications in the near future. A Main operation on ECC is calculation of scalar
multiplication. The scalar multiplication is to calulate kP from a integer k and a
point P on EC. It can be classified into a method using precomputation point and
a method unusing precomputation point. In this paper, we propose an efficient
Tripling formula and a Tripling formula for consecutive 0. Using new operations,
we propose new scalar multiplication method.
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rule (2.1) 2717y = (Zy+ 2o =72 - 73 (2.1)
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Jooooooo (1,1,00000,P=(X,Y,Z2)000,-P=(X,-Y,Z)000.000,00
0000 P=(X,Y1,Z1),Q=(X2,Y2,2:),P+Q=R=(Xs,Y3,Z3) 0000
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e JOOO (J+I)NP+=xQ)
Xz = —H® —2U H? + 2, Y3 = —=S1H? + r(UH? — X3), Z5 = Z1Z,H
(U = X125, Uy = X22,51 = V1Z3,S, = Y228, H=Uy — Uy, = S, — 51)
e 20000 RT)R =2P)
X3=5-T, Ys==8Y1+NT, Zs = (V1 + Z1)? - Y? - 72
(S=(X1+ Y} - X2 - Y N=3X2+aZ, T =65 - N?)
e 30000 BJ)(R =3P)
X5 =16Y3(B - A) +4X:T3, Y3 =8Y1[(B— ANA -2B) - T3], Zs = (Z1 + To)* - Z> - T3
(A= (N+Tp)*-N*-T2,B=16Y%, T, = 6[(X; + Y?)* = X? - Y{] - N%,N = 3X? + aZ})
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Iterated doublings 2P in

Input P = (X1, Y1,Z1),
Output 2P = (Xw, Yw, Zw)

Yy =2Yo, Wo =aZi, To=Y*
S=((Xo+ Yy = X3 - Tp), M = 3X2 + W
Xy =M?-25, Y] =2M(S - X1) - Tq
Zy = (Y + Zo) = Y§? = Zo*)/2
Fori=1tow-1:{

Wi =Wii T, T; = Y

ZADD((P,P7) > P+ Q)in J

Input P = (X1, Y1,Z1), P/ = (X}, Y}, Z))

Output P + Pr = (X3,Y3,Z3)

Z3=Zx (X] - X1),c = (X, - X1)%,
Pw = X; xc,Yw=2X; Xc,
d= (Y, - Y1) Ya =Y x (Pw- Yu),

S=(Xi+ Y -X2-T),M=3X2+W,;
Xis1 =M? -25,Y], =2M(S - Xin1) - T
Ziv1 =Y Zi}

Yo =Y, /2.

X3 =d—-Pw-Yw,Y3 :(Yi -Yw) X (Yw - X3)—Ya

O 3.1 wDBL, ZADD

TPL](P1)
Input P=(Xy,Y1,Z1),
Output 3P = (X3, Y3,7Z3)
X3 = 16Y%(B —-A)+ 4X,T?,
Y3 =8Y1[(B - A)YA -2B) - T°],
Z3=(Z1 + T)z - Z"lZ - Tz,
A= (N+T)2 -N2-T2,B= 16Y?,
N =3X2 +aZ}, T = 65 - N?,
S = [(X; + Y22 - X2 - Y}

DT — (29, 39))

InputP: (X1,Y1,21),
Out‘put 2P = (Xz,YZ,Zz), 3P = (Xg,Yg,,Zg)
X, =25-T,Y> = (A-B)/2,
Zy = (Yl + Zl)z - Y% - Z%,
X3 = 16Y2 % (B— A) +4X; + T2, Z3 = (Zy + TV = 22 - T2,
Ys =8Y; +[(B—A)#+(A—2B)—T2+T],
A=(N+T2-N?-T%,B=16Y!, N =3X2 +a+Z},
S=(X + Y2 - X2 - Y4 T=65-N?,

0 3.2 TPL,DT

32 JOOoooooo
goobooobooboobooboobooboboobooboobooboobobooo
00000000 Leftto-Right 00 (LR) DO0O0OO0O00000O0O0OOOOOOO0OOOOO
000 Right-to-Left 00 (RL)D OO0 00O 00O Binary OO Non-Adjacent Form(NAF)O
Ternary 0 0 Ciet 000000 Ternary/Binary) 00 0000000000000
(1) Binary method
-0000 k020000000 2000000bit01000000000O0O
- Right-to-Left(RL) 00000000 Algorithm1 0000000
(2) Non Adjacent Form (NAF)
-0000 k0 {0,1000 {-1,0,1}000000000

(3)

(4)
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-0000100000000000Binarymethod 00000000

Ternary [

-0000 k0300000003 000000bit0 10000000bit0 200
obo2000000000

- Left to Right(LR) O Ternary 0000000 Algorithm2 0000000
Ternary/ Binary?

-0000 kO 60000000000 3000200020000000

- Right to Left(RL) O Ternary/Binary D000 000 Algorithm4 0000

Algorithm 1 Binary O (RL)

Algorithm 2 Ternary O (LR)

Input: P € E(F,), 000 k = (ke1,

Input: P € E(F,), 000 k = (ke1,

-, k1, ko)2 -, ki1, ko)3
Output: kP Output: kP
1. Y=0O,R=P 1. Y=0, Ry =P R, =2P
2. Fori=0tol—-1 2. Fori=¢{-1to0
3 R=2R 3 Ifki=1thenY =Ry +Y
4. Ifkj=1thenY =Y +R 4. Elseifkj =2then Y =Ry + Y
5. ReturnY 5 R =3R
6. ReturnY

Algorithm 3ANAFOODOOOOODO

Algorithm 4 Ternary/Binary (RL)

Input: : Positive integer k

Input: P € E(F,), 000 kO

Output: : k[] Output: kP
1.R; =0 1. ifk =1 then return P
2. While (IN > 0) 2. switch (k mod 6)
3. If (INis odd) 3. cases 0 mod 6, 3 mod 6: return 3((§)P)
4 k[R1] =2 — (IN mod 4) 4. cases 2 mod 6, 4 mod 6: return 2((§)P)
5 IN = IN — k[Rq] 5. case 1 mod 6, k = 6m + 1: return
6. Else 2((3m)P) + P
7 k[R1]1=0 6. case 5 mod 6, k = 6m — 1: return
8. IN=IN/2;R1 =Ry +1 2((3m)P) — P
9. Return s
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Method ADD DBL DA TPL
Binary &l (-1 - -
NAF L ¢ - -
Ternary(RL) @ - % 0.63 ¢
Ternary(LR) 208D 1 0.63 (€—1)
ternary / binary - 0.33 X @ 0.33 x @ 0.67 x @

033 O000O00O000000000

4. 0000

00000 rule(21) 0000000030000 (New-TPL)OOOOOOOOOOO
Z0000000O0000 ZOoOo0o 30000 (Co-TPLUY)ODOOODODODODOOO 410
O000000000Co-TPLO Co-wTPLOOO OO Co-TPLADD OO OOOOOOO
0000000000000 420000000

41 0 OO0

New-TPLO P00 300 3P4 00000000000 TPLA)O I+7M+4S00
I+6M+550 1IMO 1SO0000000000000000O0OOOO00O0O00O41000.
Co-TPLUYO 300 3P000 200 YOOOOOOOOOOOOOOOOOODO 420
O0.00000000000D0DODOO0O000 450000000

New-TPL(A — 3A)
Input P = (x1,y1), 11 = X1, 2 = 1
Output 3P = (x3, ¥3)

Co-TPLUY((Y.g, Py) = (Y7, 3P.q))

N&
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Input P = (X1,Y1,21),Y = (Xg, Yy, Z1), 11 =Xy, 12 =Y1, 13 =21, 14 = Xy,15 =Yy

Output Y’ = (X5, Y5,73),3P = (X3, Y3,7Z3)

1. 6 =12 (Y?) 15. rg=rg—rq (T) 29, rg=re X110 (16Y2(B - A))
2 r7 = r% (Y}l) 16. rg=rg+r9 (N+T) 30. rg=4xr] 4X4q

3 g = r% (x%) 7. rg=r2 (N+T)?) 31 rg=rgxry 4X,12

4. r9 =11 +7g X +Y3) 18.  rg=rg—rq (T2 +2NT) 32, rg=re+13 (X3)

5. ro =13 (X1 +Y2)?) 19 =13 (T2) 33.  rg=rioxrz  ((B—A)A-2B)
6 rg =r9—T17 (X2 +2X1Y2) | 20.  rg=rg—ry (2NT = 24) 34, rp=roxry (T3)

7 rg =19 —1g (2X4 Y%) 21. rp=r3+rg Z1+7) 35. ro="ry-—17

8. o =12 (72) 2. rp=rp-m (Z2+204Zy) | 36 rg=rigXxn

9. m=r (231‘) 23, rp=rip-rg  (2TZy =Z3) 37 rp=8xry (Y3)

0. rp=axrm (aZ‘i) 24, rp=16xr17 (B=16Y}) 38.  rp=4xry (4Xy4)

1. rg=3xrg (6x3) 25 r5=16xrs 16y2) 39, rp=rygxr (Xs)

12. rg =rg +11] (N) 26. rg=r7—-18 (B-A) 40. r5=8Xrs (8Yy4)

1B, =12 (N?) 27.  rp=2xry (2B) 4. rs=r5xry (Ys)

14, rg=6xry (12X1Y3) 28.  ryp=rg—ry (A-2B) - - -

(2y1)
(=)

1. r=n 3 10. r3=6xr3 (12x93) | 19.  ra=raxrs

2. n=n (Un) 1. re=12 (N?) 20. rm=ry-1r3 (@)

3. rm=nr (2) 12 r=r-r (1) 2. re=r4—r3 (w—v)
4 n=n+r (@+y2) 13, rg=2xn (2y1) 2. rs=ra+r3 (@+v)
5 n=n (1 +y3)%) 4. re=raxrs  (2nT) 23, rs=r5Xrs

6. rm=r-ry (342012 | 15, r5=(re)"" I 24, rs=rs—r  (x3)

7. mn=n-rs  (2uyd) 16. r3=r3xrs (i) 25, r=r—15

8. r5=3Xrs (3x2) 17. ry=r3xrs (v) 26.  re=r4xXn

9. rs=rs+a (N) 18. ra=16xry (16y}) 27. re=re—r2  (y3)
output (r5,76) = (x3, y3)

cost =11+ 6M + 55 +3Add (8Sub), 0O OO0 =6
0 41 New-TPL

O0000000D000000O0 ZOoOo 30000 (Co-TPLUPY) DO DO 30000 (Co-

output (r4,75,76,710,712) = (X5, Y5, X3, Y3, Z3)
cost =7M +10S + 1D + 5Add (9Sub), DO DO DO =12

0 42 Co-TPLUPY

wIPLUY)OOOOOOCo-TPLUPYOOOO PO YOO 300 3PO0OO ZODOO Y, P
O00000Co-wTPLUYDOODOO Y, POODO 3vPO ZO0O00O0O00OOOYDOOOODOO
O00000O0oO0o0oOooOoo 430000

000000 ZO0O 2-and-30000 (Co-DTU2P) D00 ZOO DO 0O (CoADD3P),
00000 (UpdateP) D000 00Co-DTU2PODOD Y,PO0D Y,3P2 000000
30000000Z000000CoADD3POOOO V,P,P 00 YV,3P 00000030
0000000 ZO000D000000000 ZOOOOO0UpdatePd 200 Z0O0O
0000000000000000000000000 4100000000000000
00000000000000000000045000000045000000000
0000000000000

42 0O00OO0OOOOOO

00000000 000000000000 Algorithm 5,6 000 O Algorithm 50 O
0k0300000000000000000000O0UOOOOOkKPOODOOOOOO
0000000 000000w=w+1000000000 wOO Co-wIPLUYOOOO
00 k=100 CoADDU3SPOODOO 300 BP)0O0O0 ZOOOOO YO POOOOO
CoADDU3P OO0 ZOOOOOODOOOODOOOOOCOADDU3PO 300 3P) 00O
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Co-TPLUPY((Yg, Py) = (Y}, 3P, Py))

Co-wTPLUY((Yr, Py) = (Y1, 3°Py))

Co-DTU2P[(Y, P) — (Y, 3P, 2P")]

Tnput P = (X1, Y1,21), Y = (X3, Ys,Z1), w: 0000
Output Y = (Xs, Ys, Z3), 3vp = (XS, Ys, ZS)

Input P = (X1,Y1,21),Y = (X4, Ys,Z1)
Output Y’ = (X5,Ys,7Z,),3P = (X3,Y3,2,),2P" = (Xa,Y2,7Z3)

Vo0l.2010-CSEC-51 No.10
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CoADD3P((Y,P,P) - (Y + B, P"))

Input P =(X1,Y1,Z1),Y = (Xs, Y, Z1)

Output Y’ = (X5, Y5,Z3),3P = (X3, Y3, Z3),

P = (Xy,Y1,Z3)

B=16Y%,N =3X2 +az}
S=[(X: + Y22 - X2 - Y4

B= Y‘ll, Wy = ﬂZ‘ll,Nl = 3X% + W
S=[(X;+ Yf)2 - X% -B1],B= 16Y‘1*

T; =6S 7N12,A =(N; +Ty)? 7N% - T12
X3 = 16Y§(B - A) +4X1Tf,

Y3 = 8Y1[(B - A)(A - 2B) - T?],

Zy= T+ TP -2 =T,
Fori=2tow {

B=16Y},N =3X2 +aZ?,

S=[(X +Y2)2 - X2~ Y
A=(N+T)?-N?2-T2T=65-N?
X3 = 16Yf(B—A)+4X1T2,

Y3 =8Y4[(B - A)A-2B)-T%],
Zs=(Zi+ TR -2 -T2,
(X2=25-T,Y2=(A=B)/2,Z2 = (Y1 + Z12 - Y2 = 72)
Xz =4*T2*Xz

Y2:8*T3*Y2

Zz=2*T*Zz

X3 =4*Y%*X3

Y3 :8*Y%*Y3

Input P = (X1,Y1,21),Y = (X4, Y4, Z1), P = (X, Y, Z1)
Output Y+P= (Xs5,Ys5,23), P = (X3,Y3,23)

Zs = Z1(X = Xg),c = (X = Xu)?
Pw=Xx*c,Yw=Xg+c,X3 = Xj ¢,
d=(Y-Yy)? Ya= Yy (Pw—Yw),

Y3 =Y1*(Pw—-Yw),Xs =d — Pw - Yw,
Y5 = (Y - Yw)(Yw - X5) - Ya.

cost=7M+2S5(8Sub), 00000 =8

UpdateP((Y,P) — (Y',P))

Input P = (X1, Y1,21),Y = (X4, Y, Z4)
Output Y’ = (X5, Ys,Z3), P’ = (X3,Y3,Z3)

Zs=Zs% 271,

A=(N+T)>-N2?-T2%T = 6S - N? Wi = 16Wyi) * T;l([_zyB = Y;l(,_l)'
X3 = 16Y2(B - A) +4X, T2, § =Xy + Y2y = X2y =B,
Y; = 8Y4[(B —2 A)(’é - 212') -7, B =16B, N 1) = 3X§(H) + Wiy,
Y, = 8Ty, A= (Nyny + Tyin)’ = Ny = T2
X5 =4T2 + Xy, Xy = 4500y (B = A)+ Xy T,
Ys =8T3 Yy, Yyi = Y61 [(B—A)A - 2B) - Tg(pw]'
cost = 8M + 10S + 1D + 5Add (9Sub), Zyi = Zyi-1) Ty
ooooo =12 }

Xs = 4T§(H> + Xy,

Ys =873, xY,

36-1)
cost = (6w + 1)M + (8w + 2)S + wD + 5wAdd (YwSub),
goooo =12

0 4.3 Co-TPLUY, Co-wTPLUY

000 (Y+P)0O0 ZO00O0OO0O0000000000 k=2000CoDTU2POOOO 3
000 Y,2P 0000000000000 3000000 Z0000000CoADDU3P
0000000000Algorithm6 000000 kO {0,1,2)00 {-1,0,10000000
0000000000000 100000 ¢-2digit000000000000000 kP
0000000000000k =1,-10000000 YOOOOOOOOO POOOZ
0000000 UpdateP 0000000000 ZOODOOODO ZADDOOODOOO
0000000000 420000160000000 k030000000000000
000 ¢ =log,2"° 0000 Co-TPLADD(LR) 00 00000000000100000
00000000000000000 ¢ =¢+1000000000000000000
(41)0000000000000000000 100000 IM+2S000000000
000000S=08MO0026MO000000

X5:16*Y§*TZ*X4,
Y5=64*Y?*T3*Y4,

X5 = X4+ 73, X3 = X1+ 72,
Y5 :Y4*Z§,Y3 :Xl *Zi,

cost = 15M + 118 + 1D + 21Add (15Sub),
ooooo =11

cost=7M+25, 00000 =7

0 44 Co-DTU2P, CoADD3P, UpdateP

_(6xYa,(w-1)0000)

w=2
101 ;
isy

TT38 T3 121133 ;
T2 XTIy ixT T, i

000 4.1)

5. 0000

0000000000000 000000k=160bits0000000O0OI=7M,20MO00
O000oU0oO0oooOOooDoOooOs200000 520000000 AO0O0gOOOODOO
00000000Ternary(J)0 Ternary/Binary J)0 EX-CoDT(J) O Co-TPLADD(LR)(J)
000000000000000000000000Ternary(J)O Ternary/Binary ) O
EX-CoDT(J) 00000 10*000000000000 510000

6. U O

0000000 30000000000000000 1I+4eM4+55s000000000
00000030000 (Co-TPL)OOO kO i000O000D00O0O0OODOOOOOOO
000000000 30000 (Co-wTPLUY)OOOOOOOODOODOODOOODOO
00000000 Right-to-Left O Left-to-Right 0 0 O EX-CoDT O Co-TPLADD 00O [
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oo ooo ooooo
ADD((A, A) — A+ A) T+2M+1S -
DBL(A — 2.A) T+2M+25
TPL(A — 3A)D I+7M +4S 6
New-TPL(A — 3.A) T+6M+58 6
DA((A7, Ap) — 241 + Ap(A))D I+9M+2S
TA((Ay, Ag) — 3A + Fp(A)D 21 +9M +4S -
ADD((,9) = T + T (TP 11M + 55 3
mADD((T, A) - J +AT)”) 7M +4S 6
UpdateP((Y,P) — (Y, P’)) 7M + 25 7
ZADD((J,J) = T + )0 5M+25 6
CoADD3P((Y,P, D) — (Y + D, P)) 7M+ 28 B
DBL(J — 2.9)¥ 1M +8S + 1D 6
WDBL(J — 2¢.9)7) @w - 1M + (5w + 3)$ + wD -
DA(J)D) 14M +9S 3
TPL(J — 39)D 5M +10S + 1D 8
Co-TPLUPY((Y,5, Py, Py) = (Y77, 307, Pp) O 8M +10S + 1D 12
CoTPLUY((Y7, Py) = (', 3P7)) 7M+ 108 + 1D 12
WTPL(J — 3¢9 5wM + 10wS + wD
CowTPLUY(Yy, Py, Py) = (Y7, 3°P5)) 6w+ DM + (8w + 2)S + wD
DT — 27,39)9,) 5M +11S + 1D 11
DA — 2.7,39)9,) 5M+ 75 8
Co-DTU2P((Y, P) — (Y’, 3P, 2P")) 15M + 118 + 1D 11

000 DO0OO0OODO0O0O0O0O00D e« 000000OO0O0ODO
045 00000OOOO

000000oooo zooOoooooOoOooOoOoOoOoooooooooooooooo
oooooooonroooooooooooboobobbooobooos3sooooooooono
gobooooobooooo
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Algorithm 5 EX-CoDT (Right-to-Left) Algorithm 6 Co-TPLADD (Left-to-Right)

Input: Pe E(]Fq), k= (k{_l,' .. ,ko)g, w
Output: kP
1: YZO,Rl = RR1 :P,Rz = P,ZU = 0;
2: Fori=0to¢ -1

Input: P € E(]Fq), k=(kpg-1,--- ko), ki ={-1,0,1}
Output: kP

1. Y=PR =Pw=0;

2: Fori=¢"-2t00

3 Ifkj=0thenw=w+1; 3: Y =TPL[Y]
4:  Elself 4 Ifk; = 1then {Y, Ry} = UpdateP[Y, R;]
5 {Y,R1} =Co-wTPLUY[w, Y, R1] 5: Y = ZADDIY, Rq]
6: If k; = 1 then {Y,Ry, Ry} =CoTPLUP[Y,R;] 6 Ifk;=-1then{Y,R;} = UpdateP[Y, R;]
7: {Y, R} =CoADDU3P[Y,R;,Ry] 7 Y = ZADDIY, —R4]
8 If k; = 2 then {Y, Ry, Ry} =CoDTU2P[Y,R;] 8 ReturnY
9: {Y,R1} =CoADDUS3P[Y, R1, R;]
10: w =0;
11: Return Y
Method CoADD3P | CoTPLUY | Co-TPLUP | Co-wTPLUY | CoDTU2P
EX-CoDT(RL) =L [ [4 —'x000 [4
Method ZADD TPL UpdateP - -
Co-TPLADD(LR) i I i - -
046 OOODDOODOO
gonoooo ooooooooo
0o ) 160bits 160bits
(S =0.8M) I=7M | I=20M
Ternary(LR)(J) 21 + 1079M + 12775(2101M) 2115 2141
Ternary/Binary(RL)(J) I +906M + 1160S(1834M) 1841 1854
EX-CoDT(RL)(Y) I+ 1414M + 9765(2195M) 2202 2215

051 0000000000 (OO 10°000)

189-201, 2007.

7) Atsuko Miyaji. Generalized scalar multiplication secure against spa, dpa, and rpa.
IEICE Transactions, 91-A(10):2833-2842, 2008.

8 O0D0,0000,and0000.000000000O0DOODOOOOOOOODO
000, SCIS 2010, 2D4-3.

9 00O00,0000,and0000. 0000000000000 DOOOOOOOOO
000, SCIS 2010, 2D4-4.
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oooooo gooooo
oo 160bits 256bits 160bits 256bits ooooo
(S = 0.8M) (S = 0.8M) T=7M | 1=20M | I=7M | I=20M
Binary(A) 2391 + 478M + 3985(796M) 383I + 766M + 6385(1276M) 2469 5576 4468 9447 -
Binary(J) 11 + 881M + 15935(2155M) 1I + 1409M + 25535(3451M) 2162 2175 3458 3471 -
NAFE(A) 2131 + 427M + 3745(726M) 3411 + 683M + 5975(1161M) 2222 5000 3550 7987 -
NAF(J) I+ 694M + 14865(1883M) I+ 1110M + 23825(3016M) 1890 1903 3023 3036 -
ternary(RL)(A) 1681 + 1077M + 5055(1481M) | 2691 + 1723M + 808S(2369M) | 2658 4846 4253 7753 -
ternary(RL)(J) 11+ 1450M + 11855(2635M) | 11 + 2318M + 2370S(4214M) 2642 2655 4221 4234 N
ternary(LR)(A) 1691 + 839M + 4715(1215M) 2701 + 1443M + 7535(1946M) 2396 4588 3833 7337 -
ternary(LR)(J) 21 +1078M + 12755(2098M) 21 +1724M + 20435(3358M) 2112 2138 3372 3398 17
ternary/binary(J) 11 + 945M + 12465(1942M) 1I +1511M + 19935(3105M) 1949 1962 3112 3125 14
EX-CoDT(RL)(J) 11 + 1613M + 9825(2398M) 1I + 2579M + 15715(3836M) 2405 2418 3843 3856 12
Co-TPLADD(LR)(J) 11 + 1430M + 12925(2464M) 11 + 2278M + 20605(3926M) 2471 2484 3933 3946 12
052 0000000000
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