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A Process-based Write Control for Software
Update on the Pseudo Thin Client PC

Koji Nakayama™ Yasuhiro Kirihata" Yoshiki Sameshima’

To reduce the initial cost of a thin client system, a pseudo thin client terminal is
developed in which a write control mechanism prohibits writing the data to the local
disk. The terminal has a usability problem, because in the software update a reboot
process is required to switch the mode which allows for writing the data to the local disk.
To address this issue, we propose a process-based write control method in which only the
update processes are allowed to write to the local disk without reboot process. We
evaluate the security and usability of the client terminal with respect to the updating of
OS patches and virus pattern files. This evaluation shows that this method improves the
usability of the software update with keeping the security of the client terminal.
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