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Integrated Authentication Infrastructure in
University Based on the Shibboleth System

TAKUYA MATSUHIRA,! YosHIYA KASAHARA,T!
YOSHIHIRO TAKATA,! AxiTaka HicasHi, !
MEecumi Furarsucit! and YosHiHirRo Morit!

We constructed an infrastructure for a single-sign-on system and portal server
which are applicable to the service systems in a university. Firstly we intro-
duced a lifelong ID which is commonly used for information systems constructed
in our university. Secondly we developed an authentication and authorization
system using shibboleth which is an open source software package applicable
for web single sign-on across or within several organizations. We improved
some usages of shibboleth in order to apply it under the condition that each
user has only one ID and password even though he/she has several kinds of
roles. Finally we demonstrated that the proposed system can be successfully
operated in Kanazawa University. In the present paper, we introduce the

configuration of our proposed systems and discuss the prospects of technical
solutions.
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Fig.1 Conceptual image of Shibboleth.
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Fig.3 Conceptual image of single logout procedure.

4.2 0O00O0OO0OOOOO

Shibboleth 0000 O0O0O0O0O0O0COCOCO IdPO 100000000COCOOOOODOO
goooboooooooooooooooboooooooobooDooooooooDoo
gooooooooooOoOoOoOoOOODO “DOOODDOOOO”DOOODOOOOOOO
OoO0OSAML200000000000C0O0O00000O0O0O0OCO0O0OShibbolethOOOO
gooooboooooooooooooooboooooboooooooboooooDobo
gooobobooooooobooooobooooobobooooooooooooooonoa
000 SspO00000000O0O0OO00O0OOOOODOOOOOOOO

00 dPOO0OO0OO0OOOO0O0OOOOOO0OOOOOOOOOOOSPOOOOOODO
goboobooobooooboooodoooooooooooOo 3bo0oooooOooonoa
00000oo0o0o00ooo00 dpOSPOOOOOOOOOOOOOOOOOO

000 IdpOOO0OO0OOO0OO

IdpOOO0OO0O0CODOOOCO 215000000000000000000000000O
oobO0O I dpOOOOOOOOOOOOOOOOOOCDOOOOOOODOOOOOODODOO
ooooo dpOO0OODODOODOOOOOOODOOOOOOOODOOODOOOODO IdPOO
00000000 CookieDODOOOOOOODODOOOODO CookieOOODODOODO Cookie
ooobooooobooooooooboooboooooOoooboooobooooOoOooooOoooDoo

(© 2011 Information Processing Society of Japan



708 000000 Shibboleth DOODOOOOODOOOODOO

IdPOOO0O0OO0O0DODODODODODO0OOOO0IdPODODOOODOOOOODOON
000o spoO00O0OO0OOO

PO 00000000 COCOOOU00OO0O0O0OOOOO SPOOOOOOODOOOOO
0o000oooooo dpO0OO0OO0OCCOOOU0O00OO0OOOOODOOOOOOOOOOO
0oo0o0oOooUooopooo SspPO0000OUOOOOOOUOODODOODDODOOOOODOOO
o000 SspOO0O0OO0OO0OOO0OoOoOoOoOoOoOonO

https://SP 0O 0O O O /Shibboleth.sso/Logout
000o0ooo0o0oU0oooooU0ooooo0oooooooooooooooooog
URLOOOOO SPO0O0O0OO0OO0OO0OO0OO0OOOSPOOOOOOOOOOOODODO
0000000000000 00o00oo0ooo0oooooooooooog
oooooooog

4.3 IdPOOOOOO

dPOODOODO SPOO0O00DODOOOOOOOOOOOOOOODODOOOOOOOOOO
000000000 1000000000000 00000000000O0000ooog
O00IdPO SPOO0O0OO0O0DO0OOOOOOOOOODODODOOOOOOOOOOOOOOO
ooooooog

00000 Internet2 00 IdP 00000000 DOODOODO Terracotta® 000D
JO0D00000OTerracottaO OO0 JavaVM OO OO JavaODOOOOODOOODOOODODO
0000000000000 00OTerracotta 00000000000 IdPOOODOOO
0doDoo0obOoOo0obOoOoobOOoDooOOo0bOOo0bOoOooD IPOODOOOODOODODO
OO000OQ0O0OO0OO0OOTerracottaDOOOOOOOODOOOOODOOODODOODODODODODODD
Terracotta D0 00000000 ODOOO0DOO0OOInternet200000 JavaVM OO0
ooooooooooo'”o

odo0ooooooOoUooooooOo IPO00O0ODOCOOUOUOOODOOOOOODODOCOO
dPOOOOOOOOOO

5. O O

gobobooooobooooooboooboooOooooboboOooboOoOoOoOobboOoboboOObOoo
gooooooooooooooooboooOoooboooboooooooOoOoooDbonoo
gooooooo

0o0oooooog Vol 52 No. 2 703-713 (Feb. 2011)

YARYX BERBORATL 34o0VTF I7ALRE TrALEE NALIS WebClass ~ EBETXTL  Webl /(R
R BEHY— 77')7*;51 H—ER

HR—r7+U#DB ThuY AR—20

a—
04 00000O0OOOOOOOOOOOODOOOOOOOODOO

Fig.4 Outline of the integrated systems constructed in Kanazawa University.
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Table 1 A list of server specification.
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Fig.5 Authentication page.
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