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Character Code Processing Method
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For office’s security countermeasure, it is important to control print-out be-
cause of too many documents leakage. This paper addresses a DLP (Data Loss
Prevention) mechanism which executes document controls after analyses con-
tents of a document, and describes the basic design and the development result

645

of rapid print-out control function. The conventional image processing method
to identify the document used a document OCR and a virtual printer driver
to acquire a full-text. But the conventional method had duplication processing
between the layout arrangement in the printer driver and the layout analy-
sis in the document OCR. So we propose the new character code processing
method to identify the document without the document OCR, which method
use the virtual printer driver to hook character output and to acquire a full-
text ignoring the layout arrangement. We implemented the proposed method
on Windows XP and confirmed that there was little influence ignoring the lay-
out arrangement on acquiring the full-text. And we confirmed that print-out
speed was added to only 0.4 seconds.
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Fig.1 A mechanism of data loss prevention.
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Table 1 Set of information leakage routes and how to identify documents and control.
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Fig.2 Improvement of print-out speed (A4 monochrome print).
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Fig.3 Outline of character output processing in printer driver.
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Fig.4 Character code processing method.
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Fig.5 Pseudo code of processing in printer driver.
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Fig.6 An example of layout arrangement and character output.

rcIBkGround.left

O Device Driver InterfaceDHooking O OO OO0 OO0O0OO0OO0OO0OOCOCOOOCOCOOO

0000000000000 000000D00000000000000O000DDI Hooking
00000000 1000000000 oooooon DrvTextOut 00O O ODrvTextOut
gooooooobo el OUUUULDOODOUUOOOOODODOODODO
e 1000UIOOOrcBkGround 0000000 OOOCOCOOOOOOOOODODODOO
oooogo
e I000O0CcGlyph OO DDODOODOOOOpwszOrg DO O OO OO OO Unicode OO
0000000 GlyphDOOOOOOOOODDODOOOOOOOOO Unicode O Glyph
oooooooooood
ooo0o0oOoOoOoOoOoOoOoOoOoOD4100000OO0OOOODODOOODODODDOOOOOOOO
000000000000 00000000000DrvStartPagell DrvSendPage 00 00
000000000 0U00ooo0o0ooooooU0oooDoooooooooooon
000000000000 000o0o0o0oO0O000o0D00ooooooooooooooOoO

Unicode DO OODOO

(© 2011 Information Processing Society of Japan



650 O0O0O0OO0OO0O0O000O0O0OOOOOO0OO0000O0O0O0O00040

02 0000000000001MO0000 03 0000000000002M0000000
Table 2 The feasibility result (1). Characters analysis. Table 3 The feasibility result (2). Layout analysis.
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Fig.7 Print-out control function for detecting personally identifiable information.
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Fig.8 The comparison method of printing-out time.
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Table 4 The measurement environment.
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Table 5 The result of print-out speed.
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