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Development of a Speed up Method of
Certificate Validation Service

TAKAHIRO FuJisHIRO, 12 AkANE SaTo,f!
Yoko KumaGarl, ! Tapasar Kaji,! Suinco HANE, !
SATORU TEZUKA' and KENICHI OKADAT?

Government Public Key Infrastructure (GPKI) has been developed for actu-
alization of Electronic Government. A Bridge Certification Authority model is
adopted with GPKI to make communication between Ministry or Agency Certi-
fication Authorities and Private Certification Authorities. However, the public
key certificate validation process in the Bridge Certification Authority model
is complicated for the user. To reduce this problem and make the public key
certificate validation process faster, we proposed a certificate validation model.
In this paper, we proposes a new speed up method of Certificate Validation
Service.
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Fig.1 Structure of Japanese public PKI.
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Fig. 2 Certificate path building and verification.
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Fig.3 Certificate path building and verification by client.
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Fig.4 Function of certificate validation server.
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Fig.5 Cache function of certificate and CRL.
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Fig.6 Problems of repository cache method.
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Fig.7 Certificate store method with using hash table.
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Fig.8 Cache function of certificate path.
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Fig.9 Model of cache function experiment environment.
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Fig.10 Model of experiment environment.
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