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A Study on the Security Enhancement for the Wireless LAN

Naohisa Shibuya Daisuke Taki Masataka Goto Masahiro Takagi
Corporate R&D Center, TOSHIBA CORPORATION

Security issues on the IEEE802.11-1999 wireless LAN standard was disclosed. The WEP, Wired Equivalent Pri-
vacy, function have some weakness in its algorithm. Therefore, we propose the new security protocol, TOSHIBA
Wireless Security protocol, for the wireless LAN, which realize security enhancement, scalability, easy configura-
tion and easy installation in the existing wireless LAN system. TWSec protocol consist of three main functions,
authentication, key derivery and protection of layer 2 frames. We also confirmed that our implementation of the

protocol work well on the IEEE802.11 wireless LAN in a little thronghput degradation.
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