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Experiments about distinguishing spam sending hosts

TOSHINORI MAENO! and TSUNEHIKO SUZUKIt

A new method of blocking spam sent from zombie PC at the MTA is proposed. As spam
‘sending hosts send mails in non-RFC conpliant way, it is easy to tell them from normal MTA
by replying 4xx (tempfailng) in SMTP session. And, usually zombie PC is assigned IP address
in some range, so it is also easy to tell that the sender is zombie with its IP address. Zombie
PC’s will send spam for a few years, so the proposed method will continue to be effective for

a few years.
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