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Open Relay Countermeasures for SPAM Mail
and Virus Countermeasures

Kazunori YAMAMORIt, Yoshikatsu OHTA'

We performed open relay countermeasures for SPAM mail and virus countermeasures in our university.
This paper describes}ts detail and makes its problem clear. The open relay countermeasure adopted
here is a method that all mails to inner mail servers are relayed by a mail gateway at the entrance
of our university. In the implementation, we modified 3 MX lines of DNS severs and added STATIC
relay of mail servers. And the inner mail servers cannot receive mails from outside directly because of
ﬁrewall rules. Similar methods were performed in other universities. This paper describes comparison
amomg those methods. The virus countermeasure adopted here is a method that virus check server is
installed in the mail gateway. The virus check server checks all mails with additional files. This paper
describes comparison among other implementations. And it describes problems that we could find after

" introducing the virus check server. Lastly, our method has a problem that it cannot defense DoS attack

" of SPAM mail which lies about the mail address. We propose an idea for the problem.
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