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CD Cyber Solutions
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Security and Policy
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CD Cyber Solutions
The Internet

A Open and Everywhere

A Universal Solution ?

* Communication |
* Information access and distribution




CD Cyber Solutions
Architecture

A (Grand) Plan ? None
A Evolution Natural Selection ?

A The principle Constant change

CD Cyber Solutions
Architectural Principles
A The Goal Connectivity

A The Tool Internet Protocol
A The Intelligence End tb End




CD Cyber Solutions
Motto

Rough Consensus & Running Code

And it is working well

CD Cyber Solutions
The Status

Many users / Many applications
Many abusers / Many requireménts

Best effort: Managed services
Guaranteed services

Open : Secure services




CD Cyber Solutions
Users want Security

Communications Security:
Privacy/Confidentiality
Message Ihtegrity |
Endpoint Authentication

CD Cyber Solutions
Users want Security

Authorized/Appropriate usage
Protection against intrusions

Defence against abuse:
being used as a launchpad

Defences against DoS




CD Cyber Solutions
Users want Security

Transaction Security:
Authentication

Non repudiation

CD Cyber Solutions
Users want Security

Track down intruders

Try and Punish
Judiciary Proof is necessary




CD Cyber Solutions SeCU r|ty ISsueS

A User Authentication a Authorization
* username/passwd * Access control mechanism

* Challenge Response/ . Authenticating Certificates
OneTimePassword a Traffic Security

» Certificates o * IPSEC - interhost comm
* Host authentication . SSLITLS
ID should be hostname or . .
address A Object Security

CD Cyber Solutions
Distributed-ID Model |
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CD Cyber Solutions
| IDS vs SNMP
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CD Cyber Solutions
|Is There a Policy ?

Policy ?
What policy ?
What is policy ?




CD Cyber Solutions
What Policy ?

Operations Policy
Management Policy
Security Policy
Privacy Policy
Language Policy
Business Policy

CD Cyber Solutions
Policy Activity in the Internet

Policy RFCs by Year and Category
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CD Cyber Solutions POIICy

A Routing Policy
* Routing Policy
A QoS Policy
» Services offered
A Security Policy
« wrt to originating traffic
 wrt transit traffic
» wrt security incidents

CD Cyber Solutions POllcy Issues

A How to define policies
* The Model (abstraction)
* The representation

A The framework
* Acess protocols
* Repositories

" a The deployment
* Understanding policies
» Analyzing policies
* visualization
» Core policy set




CD Cyber Solutions Routing Policy: Status

A Routing policy specification language
* (un)Reasonably complicated
* is deployed Internet Routing Reglstry (IRR)
* IRRd is up and running.

A Incomplete/lnaccurate information

CD Cyber Solutions
Users want QoS

Superior service

Predictable service




CD Cyber Solutions QOS Management

Individual Connections/streams

Class of Services

Class of Applications

CD Cyber Solutions
QoS: The issues

Service Environment :

inaccurate and/or non-scaling
DiffServ is inaccurate

IntServ does not scale
QoS Discovery:
Not possible
Cannot find QoS path(s)
Cannot choose from path(s)




CD Cyber Solutions

QoS: The issues

QoS Routing and Resource Mgmt:
presently best-effort path
path selection is necessary within QoS Arch.

TCP and QoS: |
Assymetric service may create problems
~ Symmetric service has problems too
Interaction of routing and TCP

CD Cyber Solutions
QoS: The issues

Per-flow states and P.er Packet Classifiers:
conflict with IPSEC, NAT,
IP-Tunnels, IP-fragments.

The Service Set:
need a small core set of service profiles

New Network Management requirements:
resource availability along a particular
map to admission control function







CD Cyber Solutions NetSkate  newokvesizaton

and management too!
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1aln: Charting the Internet

http://www.cysols.com/IPAMaps/

IPA:Information technology Promotion Agency, Japan (www,
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CD Cyber Solutions

Tracking illegal access with fraffic pattern

Victim

P attern width

3unoo jeyoe g

Tim e slice /] time

© s der Tracking- Study

o Totally 85 smurf attacks are detected
- All of them can be tracked
- Two attacks resulted in ambiguous tracking result

certain 83

Numberof smurfattacks 85
uncertain 2




CD Cyber Solutions
Distributed attack detection
- for random, slow, distributed scan -

A Information correlation
+ Spatial correlation
« Time correlation

A Wide-area coverage

N
Network SCANNER B

Management
System 4

CD Cyber Solutions

DoS and Policy

DoS Traffic USER

oF




CD Cyber Solutions

Distributed ID

CD Cyber Solutions _
Conclusion

A Technology convergence

A Deploy enabling technologies -

* Directory Services

- IPv6
A New Ideas: Dynamic Directories




