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Abstract

In recent years, in the network environment of a university, wireless LAN is becoming important.
Then, it is necessary to consider security in order to serve wiréless LAN. We implement the user
authentication system using authenticated VLAN switch in Reitaku University. In this system, it
is mapped by VLAN for every user according to the attribute registered into the authentication
server. By this system, it becomes possible to reflect a network policy for every user. However, in
this system, when the packet used for attestation is analyzed by methods, such as a packet capture,
there is a problem of becoming possible to get user account information. In this paper, the outline
the wireless LAN system of Reitaku University and the problem in the present environment are
described. In addition, the safer wu'eless LAN system which strengthened security using the VPN
access router is discussed.
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