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The Scan Attack Control System using Throttling
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Abstract There are a lot of scan attacks which look for existence of the old
software in which the security hole remains ete. There are also many password
cracking attacks which look for an account name / password for some server.
These attacks may come from a host with one IP address. We propose the system
which adds delay to TCP connections for scan attacks and deters scan attacks as
a matter of fact. It implements as a transparent bridge, so that the system can be
installed anywhere in a network.
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Starting Nmap 4.11

Initiating SYN Stealth Scan against
example.csis.oita-u.ac.jp (133.37.xxx.yyy)
[1680 ports] at 02:07

Discovered open port 80/tcp on 133.37.xxx.yyy
Discovered open port 22/tcp-on 133.87.xxx.yyy
Discovered open port 21/tcp on 133.37.xxx.yyy
‘SYN Stealth Scan Timing: About 18.07% done; ETC:
02:10 (0:02:30 remaining)

Discovered open-port 2601/tcp on 133.37.xxx.yyy
SYN Stealth Scan Timing: About 44.61% done; ETC:
02:14 (0:03:52 remaining)

SYN Stealth Scan Timing: About 45.74% done; ETC:
02:22 (0:08:23 remaining)

SYN Stealth Scan Timing: About 59.54% done; ETC:
02:54 (0:19:11 remaining)

Warning: Giving up on port early because
retransmission cap hit.

SYN Stealth Scan Timing: About 76.66% done; ETC:
03:09 (0:14:26 remaining)

Discovered open port 111/tcp on 133.37.xxx.yyy
SYN Stealth Scan Timing: About 88.70% done; ETC:
03:25 (0:01:00 remaining)

The SYN Stealth Scan took 4700.06s to scan 1680
total ports.

Host example.csis.oita-u.ac.jp
(133.37.xxx.yyy) appears to be up ... good.
Nmap finished: 1 IP address (1 host up) scannéd
in 4700.315 seconds

Raw packets sent: 2426 (106.742KB) | Rcvd: 2432
(111.982K8) ° ' '
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Starting Nmap 4.11

Initiating SYN Stealth Scan against

- example.csis.oita-u.ac.jp (133.37.xxx.yyy)
[1680 ports] at 04:30

Discovered open port 22/tcp on 133.37.xxx.yyy

Discovered open port 80/tcp on 133.37.xxx.yyy
Discovered open port 21/tcp on 133.37.xxx.yyy
Discovered open port 2601/tcp on 133.37.xxx.yyy
Discovered open port 111/tcp on 133.37.xxx.yyy
The SYN Stealth Scan took 1.58s to scan 1680
total ports.
Host example.csis.oita-u.ac.jp
(133.37.xxx.yyy) appears to be up ... good.
Nmap finished: 1 IP address (1 host up) scanned
in 1.820 seconds
Raw packets sent: 1683 (74.050KB) | Rovd: 1679
(77.230KB)
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