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A Supportive Method for Preventing
Information Leakage with Visualization
of Tracing Pathways of Confidential Information

YUKI NAKAYAMA, ! MAsAHIRO KozAKI, 2
SELIT SHIBAGUCHIT! and KEN-1cHI OKADAT2T3

In this paper, we describe a visualization technique for tracing confidential
data. Recently, the increasing damage caused by information leakage has be-
come a growing public concern. Some current studies aim to counteract infor-
mation leakage by developing techniques which enable administrators to deter-
mine which hosts have confidential documents and the means by which secret
information is transmitted, received, and duplicated. Although the techniques
create large amount of log data, there are no systematized analytic techniques.
Therefore, we aim to develop a scalable and seamless visualization framework
for analyzing these log data that can meet the needs of diversely sized orga-
nizations and that can track various means of propagation seamlessly. Lastly,
we verify through an experiment that our visualization method is helpful for

providing accurate analysis, rapid analysis and is easy to understand.
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Table 1 Visualization methods and watch lists.
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Fig.1 Structure of visualization.
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Fig.2 Basic visualization format.
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Fig.3 System architecture.

00o0oooooog Vol 52 No. 1 24-32 (Jan. 2011)

gooooOoOooOoOoOoOoOoOODOODODOOOOOO0O0O0OOOO00 CROWS Up Viewer
goooooooogooooooooooobobobooooooooobooooooDOoDboo
gobodooboooooooobooooooood

4.2 O0O0OO0O0OO

CROWS Up Viewer 00 0000000000000 OD 4000000000000
gooobooooobooodooooooocboobooooo3oooooooooooboo
gooao

gooooo
goboobooodgsooooboooobooboooooooOoOoboOoOooobOoboOoDbon
Oo0O0O00000S50000000000000 500CROWS Up ViewerOOOOO
gobooobooo 200000000

oooood
gbooooobooooboooooobooooboooOoOobooooooboooOoboobOoobooon
gboooobooooooooooooobooooobooocoobOOoOobooDboOooOoDo

AN

bl
/ =lolks
/ fa
-
%

14:10:00
Domnlgad 'S8
s

% CROWS Up Viewer
File(E) Edit(E) View(V) Tool(T) Help(H)

V)—Ea—

14:08:00 s

Telongy

[131.113.100.213 (14) 14:18:00 Send

] logex00.educ.cc.keio.ac. a8
BOaes
[ Cllent A-001 (2) 12000

14:26:00

BT8R

« ’
Ty
: 14:30:00
N Send Send

o 14:35:00

14:40:00

14:45:00

ClientD-pC [ 131.113.110.213 ] ClientA-PC

04 0O0OO0OO0O0OO0O0OOO CROWS Up Viewer
Fig.4 Visualization system CROWS Up Viewer.
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Fig.5 Main panel display showing five visualization methods.
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Table 2 Watch lists of five visualization methods.
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Fig.6 Simulation-based visualization method.

BHLRIEOEHH

07 000000000

Fig. 7 Trace-based visualization method.
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Fig. 8 Tree view.
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Table 3 Accuracy of the experiment (average and standard deviation).
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Table 4 Time of the experiment (average and standard deviation).
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