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Implementation and Evaluation of Winnyp Detection

HirorumI NakakoJ1,i! TETsuro Krro, !
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and TOSHIAKI IsHIYAMA 2

As recent P2P file-sharing applications employ various functions for hiding
their communications such as connection replays, Diffie-Hellman key exchanges
and dynamic port changes per connection, it becomes further difficult for ex-
isting IDS to detect P2P communications. This paper describes a method for
detecting Winnyp communications using deep packet inspection. Winnyp is a
successor of Winny, which is the most popular P2P application in Japan. To
the best of our knowledge, our method is the first approach that detects Win-
nyp effectively. We implement this method on GPGPU (CUDA). Evaluation
experiments using 1,020 Winnyp nodes demonstrate that this method can han-
dle with traffic at 1 Gbps, which is equal to the fastest available Internet access
speed for consumers.
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Fig.1 Steps of decoding a Winny first packet.
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Fig.2 Steps of decoding of a Winnyp first packet.

01 RC4O00D0ODOOODOOODDOOOO
Table 1 The number of steps for generating RC4 keys.
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Fig.3 Payload size distribution of Winny first packets.
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Fig.4 Payload size distribution of Winnyp first packets.

02 0O0oooooooo
Table 2 Trend in payload length.
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Fig.5 The function block for detecting Winnyp.
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Fig.6 An experiment environment for evaluating the Winnyp detection system.
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Table 3 The specification of Winnyp detection system.
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Table 4 Summary of a pcap for throughput evaluation.
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Table 5 Summary of a pcap for evaluation of precision.
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Table 6 Evaluation results of detection accuracy (CPU).
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Fig.7 Targets for estimating the detection speeds.
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Table 7 Evaluation results (CPU).
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08 0DO0O0OO0OGPGPUO
Table 8 Evaluation results (GPGPU).
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