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Dynamic Memory Allocation to Virtual Machines
on IDS Offloading

Takasar UcHIDA T SEico Okazakr
and KENICHI KOURATT!:12

Although intrusion detection systems (IDSes) can detect illegal accesses, the
attackers recently tend to disable IDSes before compromising the systems pro-
tected by them. IDS offloading with virtual machines (VMs) has been pro-
posed, but there exist issues on fairness and efficiency because such IDSes use
the memory of the VMs that they are offloaded to. This paper proposes Balloon
Performer, which dynamically allocates memory to VMs considering memory
consumption by IDSes. Balloon Performer measures the memory consumption
of an IDS process and the size of file cache used by the process periodically.
Then it reallocates that amount of memory from source to destination VMs so
that the sum of the memory consumption by the IDS process and the memory
allocated to the source VM is kept constant. We have implemented Balloon Per-
former based on Xen and experimentally confirmed that memory reallocation
is accurate.
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