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A VMM-level Packet Filter Preventing
Only Stepping-stone attacks

TakesHr Azumi, ! Kenicar Kourarf13
and SHIGERU CHIBA'!

In the cloud computing era, stepping-stone attacks via hosted virtual ma-
chines (VMs) are critical for data centers. When VMs attack external hosts,
data centers may be regarded as attackers. External firewalls are useful for
stopping such attacks, but the service availability of stepping-stone VMs re-
markably lowers if all packets from the VMs are dropped. For higher service
availability, we propose a fine-grained packet filter running in the virtual ma-
chine monitor (VMM), which is called xFilter. xFilter drops only packets from
processes performing stepping-stone attacks by using information in guest oper-
ating systems. It analyzes the memory of VMs to obtain such information. An
intrusion detection system in the VMM accurately specifies attacking processes.
Our experimental results show that xFilter achieves low overheads thanks to
several optimizations.
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