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Control Area Control ID

Compliance - Audit Planning

Audit plans, activities and operational action items focusing on data duplication, access,
and data boundary limitations shall be designed to minimize the risk of business process
disruption. Audit activities must be planned and agreed upon in advance by stakeholders.

Control Specification

[Compliance - Audit Planning it . acttisand operationa scion s ecusing ondata dulcation s
and data boundary limitations shall be designed to minimize the risk of busingss-Sfocess

disruption. Audit activties must be plzr\nsd i agreed upon in advance bySiakeholders.

Customer

HIPAA 164.312(0)

[Compliance - Independent Audits

independent reviews and assessments shall be performed at least ganGally, or at planned
intenals, to ensure the organization is compliant with policies gfocedures, standards and

requirements (i i vulnerability
and penetration testing)

[coBTa1 0555

HIPAA 164.308 (a)8) 1SO/IEC 27002-2005 6,18 |NIST 5PB00-53 R2 CA-2
NIST SPB00-53 R2 RA-S

NIST SP800-53 R2 CA-6.

PCIDSSVI2 112
PCIDSS V12113

[Compliance - Third Party Audits GO T party sendce prosders shlldemcnstpie omplance with omaton seisfy and
confidentialty, senice definitions and deffery level agreements included in third party
contracts. Third party reports, g5ers o sendces sholl undergo audi and reviw, at

150/IEC 27002-20056.2.3 | NIST SP800-53 R2 CA-3
1SO/IEC 27002-2005 10.2.1  |NIST SP800-53 R2 SA-9

PCIDSS VI224
PCIDSS V1.2 128

1SO/IEC 27002-2005 102.2 | NIST SP800-53 R2 SC-7

HIPAA 164,308 (0)(2)il)
HIPAA 164308 (b)(4)
PCIDSS V1.2 1281

contact.

planned intenals, agreements PCIDSS 1.2 128.2
PCiDSS 1.2 1284
[Compliance - Contact / Authorty CO04_[[iaisons and poin of contat Tocal X X X [50/IEC 270022005 6.16
[Maintenance usiness.ant ustomer requirements and compliance with legisathe, eguiatory, and ISO/IEC 27002-2005 6.1.7
coperaCtual requirements. Data, objects, applications, infrastructure and hardware may be
Ssigned legislative domain and jurisdiction to facilitate proper compliance points of

[Compliance - Information System CO-05 [statutory, regulatory, and contractual requirements shall be defined for al elements of the | X X
Reguiatory Mapping information system. The organization's approach to meet known requirements, and adapt
to new mandates shall be explicitly defined, documented, and kept up to date for each
information system element in the organization. Information system elements may includy
data, objects, applications, infrastructure and hardware. Each element may be assigned a
legislative domain and jurisdiction to facilitate proper compliance mapping.

150/IEC 27002-2005 15.1.1

gBlance - Intellectual Property. [Policy, process and procedure shall be established and implemented to safeguard X X

Cloud Service Delivery

1SO/IEC 270022005 15.1.2 | NIST SPB00-53 R2 SAG
NIST SP800-53 R2 SA-7

Model Applicability S i el

[oBiT4.1D55.1 HIPAA 164,308 (2)(2) 1SO/IEC 27002-2005 6,13 |NIST 5P800-53 R2 P52

1
1SO/IEC 27002-20057.1.2 | NIST 5P800-53 R2 RA-2
ISO/IEC 27002-2005 15.1.4__|NIST SP800-53 R2 SA-2

Service
Provider

X —

SaaS EEN EEM

Customer

—

HIPAA 164.312(b)

ISO/IEC 27002-2005 15.3.1

Compliance Mapping

ISO/IEC 27002-2005 NIST SP800-53 PCI DSS

NIST SP800-53 R2 CA-7
NIST SP800-53 R2 PL-6

-2 737837 bO—IbI YT RORERA A —D
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D777 FarvEa—74 v 708 - AIEFA
ﬁﬁéf&wv7bﬁ;74 %7 x—A& APl
3) NEREHH DIEAT

4) A BRES O B i il
5) T =% DA &R
6)THh Yt ELIFY—
7)RMD Y A 7 K

EADFESHLD

(D) ZDDHAZET—<
ZDIED, CSAD Web R—L TYH—FDR—
CEECE, W OhDWETRY 27 FHENE

ncTws, fi

1) Consensus Assessment Initiative :

i L

779 K7n
NAZT DX 2T 4§tz —H L TRIET 2
fedDY—nE FHZRHETZH0

2) Cloud Metrics : £ ¥ 2 Y 7 1 % 5K O 5 Afi
BE. 779 F 7 aong Sl — 5l A,
Consensus Assessment Initiative DY — )L D—Ff
ELTORMABES N TS,

3) Trusted Cloud Initiative : 7 7 %7 F L% T
DD 274 774 7 1 EH

(AT 8=FF=7urz7 )

4) Cloud Audit :
7Y —a v, i, fEEE AEETE S L9
LT 2 IEA VY 7 2 — ADBHFE. A6 TV —
7 CTHLY #LAh,

5) Common Assurance Maturity Model (CAMM) :
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(FR 22 4 8 A 31 HZA)
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