000oooooog Vol 51 No. 9 1847-1858 (Sep. 2010)

goog

RSAOOODODOOOODDODOO0OODDOOOODDOOOO

1847

o o o o o oo ot oo o ofn
o o o ot o o 0 12

oo0o0ooooOo0o0ooooOoO0o0oO0ooOO RSADOOODODODOOOOODOOOO
000000 RSADOOOOOOOOOOOOODOOOOOODOODOODOO
gobooooooooooooOoOoboOoOoOoooooooobOOoboboOoOoooooooo
go00o0o0ooooooOOOoOO0OO0O0O0000ooooooooODOOO0O0ObO0O00o
Oooo0z200000000000000O0500000000 8400000000
0000000000000000 840000 RSAODODDODOODOOOOODOO
90nm CMOS 000000000 RSAOOOOOOOODODOOOOOOOODOO
goooooooooo0ooooooooboboooo

Design and Evaluation of
RSA Processor Generation System

Yuicar Basa,! Arsusar Mrvamoro, !
Naorumi Homma, ! Takarumr Aokt
and AKASHI SATOH'?

This paper proposes two RSA processor architectures based on the high-radix
Montgomery Multiplication and evaluates an RSA processor generator which
provides optimized RSA processors satisfying various user requirements. The
proposed architectures achieve high scalability and can be combined with var-
ious radices and arithmetic components. A total of 840 designs are obtained
by the generator combining 2 architectures with 5 radices and 84 arithmetic
components. We synthesized all the processors with a 90 nm CMOS standard
cell library and evaluated the performances of the proposed architectures and
the processor generator.
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ALGORITHM 1
MODULAR EXPONENTIATION (MSB FIRST).

Input: X, N,
E = (ex—1,--€1,€0)2
Output: Z = X% mod N

1 Z =1

2 for i = k — 1 downto 0

3 Z =2 -Zmod N; — squaring

4: if (e; = 1) then

5 7 :=27-X mod N; — multiplication
6 end if

7 end for

ALGORITHM 2
MONTGOMERY MULTIPLICATION.
Input: X,Y,N,
W =—-N"1mod R
Output: Z =XYR ! mod N
1: t:=XY - -WmodR,;
2: Z:=(XY+tN)/R;
3: if(Z>N)then Z:=7Z— N;
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ALGORITHM 3
HigH-RADIX MONTGOMERY MULTIPLICATION.

Input: X = (Tm—1,..,21,T0)2",
Y = (Ym—1,- Y1, Y0)2r,
N = (nm-1,...,n1,n0)2r,

w=—N"1 mod 2"
Output: Z =XY27 "™ mod N
Z =0
fori=0tom—1
c:=0;
t; := (20 + x;yo)w mod 27;
for j=0tom—1
q:=zj +x;y; +tin; + ¢
if (j #0) then z;_; := ¢ mod 27;
c:=q/2";
end for

— Loop 1

— Loop 2

© 00 O U W N

=
=

Zm—1 = G
end for
if (Z> N) then Z :=Z — N;

=
N =
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ALGORITHM 4
MODULAR EXPONENTIATION WITH MontMult.

Input: X, N,
E = (ex_1,--,€1,€0)2
Output: Z =X mod N
W := —N~—1 mod R;
Y := XR mod N;
Z := Rmod N;
for i = k — 1 downto 0
Z := MontMult (Z, Z, N, W);
if (e; = 1) then
Z := MontMult (Z,Y, N, W); — multiplication
end if
end for
Z = MontMult (Z, 1, N, W);

— squaring
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Fig.1 mn-bit parallel multiplier.
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5.5 H—2— PPA (Partial Product Accumulator)
—0— FSA (Final Stage Adder)
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Output Port [digit] Hitachi 0.18mm CMOS Library

02 3200000000000000000
Fig.2 Delay profile on 32-bit parallel multiplier.
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Fig.3 High-radix Montgomery Multiplier architectures.
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ALGORITHM 50 Type-I0

1: Z:=0 wv:=0

2: fori=0tom—1

3: (cas20) = 20 + xiYo;

4 t; := zow mod 27;

5: (cb, 20) := 20 + tiny;

6 : forj=1tom—1

7 (ca,zj) = 2zj + Ty + Ca;

8: (cv,zj—1) = zj + tinj + cp;

9: end for

10: (v, Zm—1) := ¢ca + cp + v;

11:  end for

12: if (Z > N) then Z := Z — N,
ALGORITHM 60 Type-II0

1: Z:=0; v:=0;

2: fori=0tom—1

3: (esla + ¢824 + €ca, 20) := 20 + T;iYo;

4 : t; := zow mod 27;

5: (cslp + cs2p + ecp, 20) := 20 + ting;

6 : forj=1tom—1

7 (cslq + €524 + ecq, 2j)

= 2 + 23y + cslg + 524 + ecq;
8: (csly + cs2p + ecp, zj—1)
=z +tin; + csly + cs2p + ecy;

9: end for
10: (v, Zm—1)

= cslq + ¢cs24 + ecq + csly + cs2p + ecy + v;
11: end for

12: if (Z > N) then Z := Z — N;
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Fig.4 RSA cryptographic processor.
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te = tpre + tmont - (gk + 1) (9)
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Fig.5 RSA cryptographic processor generator.
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01 0000000
Table 1 Design parameters.

Architecture | Type-10 Type-II
Radix 2802160 2320 2640 2128
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Kogge-Stone Adder

Brent-Kung Adder

Han-Carlson Adder
Ladner-Fischer Adder
Conditional Sum Adder
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Fig.6 Post P&R layout. Fig.7 Performance of RSA processors (Radix 23?).
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Fig.8 Pareto frontier (Radix 23?).
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Fig.9 Best performance for various radices.
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Table 2 Performance comparison of RSA cryptographic processors.

. . RSA Delay Delay MM RSA Calc. Chip Area AD Power
Radix Design . i
Cycle (DC) [ns] | (Astro) [ns] | Time [us] | Time [ms] [Kgate] [ms-Kgate] [mW]
Type-1
Speed 1.70 1.81 60.11 92.39 2.54 234.51 0.96
28 Balance | 51,286 K 1.99 2.05 68.32 105.01 1.74 183.13 0.70
Area 3.09 3.42 113.78 174.89 1.25 218.51 0.34
Speed 2.10 2.34 19.76 30.37 8.90 270.31 2.69
216 Balance | 13,053K 2.47 2.68 22.66 34.83 5.95 207.08 1.77
Area 5.08 6.23 52.63 80.89 3.48 281.52 0.59
Speed 2.55 3.07 6.68 10.27 27.90 286.46 7.53
232 Balance 3,381 K 3.04 3.47 7.56 11.62 20.01 232.58 4.77
Area 9.73 10.75 23.39 35.97 11.85 426.09 1.38
Speed 2.95 4.34 2.50 3.85 116.58 449.04 30.37
264 Balance 905 K 4.74 5.77 3.33 5.13 52.40 268.60 9.04
Area 18.56 18.10 10.44 16.07 43.38 697.11 4.20
Speed 4.19 5.85 0.94 1.46 270.45 393.72 59.16
2128 Balance 258 K 4.68 6.62 1.07 1.65 233.12 384.14 45.78
Area 36.42 34.57 5.57 8.60 164.39 1413.70 15.02
Type-I1
Speed 1.75 1.70 56.47 86.80 1.74 151.37 0.81
28 Balance | 51,483K 1.75 1.70 56.47 86.80 1.74 151.37 0.81
Area 2.38 2.74 91.29 140.32 1.32 184.64 0.51
Speed 2.01 2.14 18.08 27.80 6.02 167.28 2.03
216 Balance | 13,152K 2.22 2.48 20.96 32.23 5.07 163.49 1.66
Area 3.47 3.67 30.99 47.63 3.90 185.91 0.89
Speed 2.68 3.09 6.73 10.34 18.25 188.79 4.69
232 Balance | 3,430K 2.65 3.13 6.82 10.48 17.82 186.84 4.55
Area 5.51 5.68 12.38 19.03 12.35 234.94 1.87
Speed 3.46 3.99 2.30 3.54 60.40 213.79 12.29
264 Balance 930K 3.46 3.99 2.30 3.54 60.40 213.79 12.29
Area 1.73 10.21 5.89 9.07 44.33 401.88 4.95
Speed 4.27 5.82 0.94 1.45 227.16 328.87 41.88
2128 Balance 270 K 4.46 6.30 1.01 1.57 198.39 310.94 31.60
Area 19.21 19.75 3.18 4.91 166.08 815.93 16.07
000000000000 0o000o0DO000oooDO0oo0ooooo0ooooooooo 000000000000 00000000d00oo0oooooD0o0ooOoooooOon
00000000000b0000o0oo0o0bO00o0D000oO0oo0ooO0oOoooOno 000000 RSAOOOOODOODOOOOOOODOODOODOODODOOOOOODOOOO
oooog 0000000000000 00000000000000000000000000o00n
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Table 3 Performance comparison with conventional designs.

. . Delay MM MM Time Gate
Ref. Tech. Design Radix [ns] Cycle [us] [Kgate]
Speed (Type-II) o128 4.27 169 0.72 159.35
This Balance (Type-II) 232 2.65 2,209 5.85 12.64
Work | 20nm CMOS Area (Type-I) 28 3.09 | 33,281 102.84 0.88
Balance (Type-II) 264 3.46 593 2.05 31.20
2) 0.13 um CMOS 64 bit-Mult. 264 7.26 577 4.57 96.22
3) 0.5 um CMOS 40 PEsx 8 bit 2 12.5 3,440 43 28
5) 1.2 pm CMOS 7 PEsx 32 bit 2 12.5 4,580 61 15
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