00o0oooooog Vol 51 No. 9 1726-1735 (Sep. 2010)

1726

gooobbboooobbbooooon
gougbobobboobooooooougon

O o o o o o o ot?
o o o oft

O 0O Ol
O o o ofs

ooooooooooOobOO000ooooOo0O0o0ooobo00obooOoO0ooooobobooDo
goooooooooOoOoOoOoOoO0oO0oO0oOoooooooooOoOObOOOOOoOoOo
gooooooooooOoOoOoOoOOoOo0oOoOooooooooooOOOObObObOOOO
go0o0oooooooOoOOoObOO0O00000oooooooooDbOOoOO0O0b0b00o
goooooooooooooooooooooooooooooOoOobobooboOoOg
goboooooooobooOooOooooooooboOoooobooooOoOOboboOOn
go0ooooooooooOoooooooooOOoOooOOoOoOoooooooDooOoObobon
gooooooooooOoobooooo0ooooooooooooOooObObbbOo0o
goobooooooooobooooooooOoOo0oOooOoOoOoOooboOooooOoOooo
gooooooooooOoOooOoOoOoOoOoOoooooooooobOOOObObOOOOO
go0ooooooooboo0ooooooooboboooooooooOoOobboooo

Multi-Layered Network Description Model
for Secure Networked System Design

AKIRA KANAOKA, T TosHikl HARADA, !
MASAHIKO KaToH,? Yasunaru KaTsunof?
and Ej1 OkaMoTof!

Networked systems composed of multiple network equipments are foundation
for the widespread Internet. Unfortunately, secure networked system designs
still depend on expert knowledge, similar early days of the Internet. There
is few quantitative evaluation using methodology or theory for networked sys-
tem design, because qualitative design is mainly used now. In this paper, we
propose a multi-layerd network model which enables to express logically struc-
ture without loss of characteristics for each network equipment and express
virtual environment. We also propose two scoring methods using the network
model: vulnerability impact scoring method for secure networked system design

methodology and availability scoring method by extending existing availability
scoring method for single-layerd network model. Our proposed model and scor-
ing methods enable quantitative discussion for optimization of secure networked
system design.
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Fig.1 Networked system example of proposed model.
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Fig.2 Types of node and link.
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Fig.3 Module examples.

000000000 0oouonoUn0lg : F — Lglsg : F — Sg0000000O00OCO
Lg=1{0,1,2,3,4,5}0Sg ={C,D,R} 0000L 0000000O00O0OOOOOOO
gdo0000oO0oO0o0o0oododoooooooooooDDobobObObObObOOoOooooOoo
O0Sg 000 COO0O00 Communication00O0O00O0O0O0DOODODOOO Dependancyl
OO00O0OROOOORelayDOODDOOODOOODODOO

00 340000000 0OOO0OO0DO000000O0O0O00O0O0O0O0O0O0O0OOOOOOOOO
000000000000 ooooooooooooooooon
0000000000000 00000000o0o00o0o0ooo0ooooooooon
o000 30000000 b0o0o0obo0ooooo0ooboooobOoooobooao 3m
e DOODOODOODODOSO

e II0DDOOOODODOOODODOIO

e JOOUOOOORO

- 000 200000000LnRO

oooooOooooosoooopoooOoOoODOOOOOODOOOOOOOOOOOOO
00000o0o0o0oooooooooDOo0o0ooo0ooooooooooooooooooo
oooooogo
000000ooooooooiooooooo0o0oC00o0o0o0ooooooooooooo
0000000000000o0oo0o00oo0o0oooooooooooooooooooo
00000000oooooooooooooooo
gobooooOooROoODOOO0OOOOOUOODOOUO0ODOOOOUODOOUOOODOD
O0s000000000D00020000000000DOODOOUODODOODOODODOO
000000000O0O0O000000000000000oooooooooooooon

(© 2010 Information Processing Society of Japan



1730 OO00OO0O0OOO0OO0O0O0COOOO0OOOOOOO0OOOO0OOO0OOOOO0COOOOOO0O

02 0000000000000
Table 2 Number of nodes in each modules.
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Fig.6 Initial vulnerable node and peripheral nodes.
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