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KATSUNARI YOSHIOKA, ! KOUSUKE MURAKAMIT!
and TsuToMU MATSUMOTO!

Some malware keep listening on a fixed or randomly decided port to commu-
nicate with other hosts. Thus, there is a chance to detect a host infected by
such malware by remotely scanning its ports and investigating on its responses
to some test requests. This paper proposes a novel method to detect a malware
infected host by network scan with automatically generated signatures. Our
method generates signatures using malware sandbox analysis, in which each
malware sample’s status of port listening and responses to test requests are
closely investigated. In a series of experiments using samples captured in the
wild, we confirmed that about 25%-30% of all samples, did start listening on
some port and the proposed method can successfully distinguish them from

benign network services. Our detection method does not require any dedicated
monitoring tool installed on the target hosts for the investigation, which can
be a useful advantage.
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Fig.1 Example of malware’s response to a test request on port 113/TCP.
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Fig.2 Detection system for malware infected host.
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Fig.3 Example of signatures.
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Fig.4 Example of correspondence of malware samples to their response patterns.
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Fig.5 Implementation of detection system for malware infected host.
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#u#at NEXT PROBE i

Probe TCP malware q|GET / HTTP/1. 0¥r¥n¥r¥n|

match http m| "HITP/1¥ [01] ¥d¥d¥d. *¥r¥nDate: . ¥r¥n| p/Apache httpd/

match http m| "HTTP/1% [01] ¥d¥d¥d. s¥r¥nConnecti| p/Apache httpd/

match http m| "HTTP/1¥ [01] ¥d¥d¥d. +¥(([ ¥r¥n¥) ]+)¥) ¥r¥n| p/Apache httpd/ i/$1/
match http m| "HTTP/1% 1 ¥d¥d¥d . *¥r¥r¥n| p/IBM HTTP Server/ i/Based on Apache/

match http m| "HTTP/1¥ [01] ¥d¥d¥d . |s p/Apache Tomcat/ v/$1/

match http m|Coyote/ (¥d[-¥d. ]+)¥r¥n|s p|Apache Tomcat/Coyote JSP engine| v|$1|

#a#at NEXT PROBE i

# 72 MAJIL
BN —
Ons s —
#ONEN Y —
By —
# ﬁ;fé}./\“y——‘/
# RS —

Probe TCP GenericlLines q|¥r¥n¥r¥n| # 722
match malware m|¥x83¥xec¥x20¥x8bh¥xec¥x89¥x5d¥x04| p/YNU:53/ #ORE NS —
match malware m|¥x2e¥x68¥x74¥x6d¥x6c¥x20 p/YNU:71/ BRI —
match malware m|¥x50¥x4f¥x53¥x54¥x20¥x2 ¥x2b¥x38¥x33¥x35¥x39¥x2e¥x68| p/YNU: 76/ #ORE NS —
match malware m|¥x2c¥x20¥x36¥x36¥x36¥x37¥x20¥x3a¥x20¥x55¥x53¥x33¥x52¥x31| p/YNU:135/ #ONE NS —

#af#f NEXT PROBE #a#s#

0 6 Nmap 00000O00O0Onmap-service-probesd 0O
Fig.6 Example of Nmap configuration file (nmap-service-probes).
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match <service> m|pattern| [<info>]
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Fig.7 Malware families used for experiments obtained by anti-virus software.
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Table 1 Result of signature generation in experiment 1.
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Fig.8 (Left) Relationship between number of executions of malware sample and number of malware

samples that started listening on a port upon execution in experiment 1. (Right) Relation-

ship between number of executions of malware sample and time for signature generation in

experiment 1.
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Table 2 Breakdown of analysis time per sample per execution in experiment 1.
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Table 3 Ports that were listened by malware samples in experiment 1.
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Table 4 Result of detection of infected host in experiment 1.
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Table 5 Result of signature generation in experiment 2.
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Table 6 Result of detection of infected host in experiment 2.
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Table 7 Signatures generated in experiments and number of detected malicious services.

D TAAS IH& I 8—(—EH ) BHUTE | RELEFE BY—ER-
H—ERH H—E R JarandEr)
(RBR1) (RE8R2)
67 GET / HTTP/1.0¥¥n¥r¥n HTTP/1.0 200 OK¥¥n¥¥nYES¥r¥n 352 305 HTTP Proxy
53 NULL ¥x83¥xec¥x20... ¥x8b¥x43 86 71 Backdoor
91 ¥r¥n¥r¥n :US 7 7 Auth/Ident
16 GET / HTTP/1.0¥r¥n¥r¥n ¥x83¥xec¥x8b... ¥x8b¥x43 4 0 Backdoor
135 NULL ,6667: ... : T3C 3 0 Auth/Ident
111 OPTIONS / RTSP/1.0¥r¥n¥r¥n | 3639, 6667 : ¥x55¥x53...¥x43 1 0 Auth/Ident
ZOBOSTRFv 4 9
08 O0D00O00O00O00DOOOOO0OOD0OO
Table 8 List of legitimate services used in experiment 3.
Authd v1.4.3 Microsoft ESMTP 6.0.2600.5512

Microsoft Windows kerberos-sec
Microsoft Windows XP microsoft-ds
Vsftpd 2.0.5 Microsoft Windows 2000 microsoft-ds
Polycom VSX 8000 ftpd Microsoft Terminal Service microsoft-rdp
Polycom VSX 8000 http config (NetPort httpd 1.1) Microsoft Windows XP RPC

Polycom VSX 8000 MGC Manager Microsoft Windows RPC over HTTP 1.0
Polycom VSX 6000A telnetd 8.7.0.1 Microsoft Windows XP netbios-ssn
Apache httpd 2.2.3 Microsoft Windows 2000 Server Wins
Apache httpd 2.2.6 Microsoft IIS webserver 5.1
Cyrus-imapd 2.3.7 Microsoft Windows 2000 Server ldapd
Microsoft Windows 2000 Server dnsd
OpenSSH 4.3 (protocol 2.0) sshd

Epson printer httpd 1.0
Epson Network print server telnetd
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Epson ippd 1.0
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