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Structual Operation in Secret Shared Databases

1563
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As personal information comes to be in digital and transferred on networks,
its leakage is becoming more and more serious social problem. Among various
ways of personal information leakage, the leakage from databases is most se-
rious because databases store vast amount of personal information. Methods
of making data unreadable even if they have been copied outside are therefore
studied actively using secret sharing and cryptography. With these previous
methods, however, legal queries are limited, i.e., structural operations over
multiple tables (such as JOIN) are impossible. In this paper, we take into ac-
count the fact that structural operations of relational databases are modeled
by relational algebra. We then propose a method that can execute relational
algebra in a multi-party protocol and thus can perform any structural operation
over secret-shared databases without restoring plain text data.
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Fig.1 Uses of database.
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Fig.2 Attacks to database.
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Table 1 Features of previous methods.
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Table 2 Learners of subject A.
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Table 3 Learners of subject B.
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Table 4 Union of table 2 and 3.
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Table 6 Students.

FAID | K4 | PR RID
001 A H dool
002 Jnjig doo2
003 f2% N doo2
004 [ d003
07 OO

Table 7 Departments.
FHRID | R4 | TR
d0o1 bk T
doo2 FER T
doos |t | T

08 06007000000 [0000 ID]=00 [0O0 ID]O
Table 8 Join of tables 6 and 7.
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Fig.3 Main ideas of proposed method.
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Fig.4 Overview of proposed method.
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Table 9 Output for difference between tables 2 and 3.
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Fig.5 Database table structure for job finding advice.
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Fig.6 Database system structure for job finding advice.
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