00o0oooooog Vol 51 No. 9 1542-1553 (Sep. 2010)

gooog

goboobotooboobugbobooboonod

1542

0O O o of2
o o o ogft

O o o ot o o o of?
0o o o oft

O00oo00obo0O0oO0O0ob0O0oO00oOO0oOooOoOooOOoOoOoICcCAOObOOOnOO
O0000e-Passport0 0000000000000 O0O00O0O00O0O0O0OOOOOO
0000000002090 8000000000000 0O00O Corond Naccache
Tibouchid Weinmann 00 00O e-Passport 010000 ISO/IEC 9796-2000
000000000000 00000000000Ceron00000O0OO0OOOO
0000000000000000000000O0Ceron00000D0O0ODOOO
0000o00O00oO0o0oo0o0000O0O0000O0000O0000O00000O00000O0
O000Ceron 0000000 O0O0DOOOO0DOO0DOOOODOODOOOOOODOOOO
0000o0000000000000000000000 CNTWOOOOO0o0oo
0000000000000 Coron000000000O0O0 e-Passport 0000
00o0oo0ooo0oooooooo

Evaluating the Forgery Attack
against the Next-generation e-Passport

Yumr SAKEMI, T TETSUYA I7U,"2 MASAHIKO TAKENAKA, 2
YAsUYUKI NoGAaMIT! and YOSHITAKA MORIKAWA !

For establishing strict and rapid immigration control, ICAO has been spread-
ing the electronic passport (e-Passport), which is introduced in some coun-
tries including Japan. Recently, on August 2009, Coron, Naccache, Tibouchi,
and Weinmann announced a new forgery attack against the signature scheme
ISO/IEC 9796-2, which will be used in the next-generation e-Passport. Using
the experimental results, Coron et al. estimated the attack’s cost under other
conditions, but they did not consider that parameters which used to compute
the attack’s cost depend on the conditions. Therefore, it is difficult to evaluate
the attack’s threat by their estimates. In this paper, the detailed cost of the
attack is shown. Then, this paper discusses the possibility and the effect when

the attack is applied to the next-generation e-Passport.
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Table 1 Freguency distribution of 2048-bit composite N’s with regard to bit-size of @ when experimenting using 100,000 Ns (SHA-1).
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Fig.1 Distribution of a-values for 2048-bit composite N’s (SHA-1).
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Table 2 Freguency distribution of 2048-bit composite N’s with regard to bit-size of a when experimenting using 100,000 Ns (SHA-256).
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Fig.2 Distribution of a-values for 2048-bit composite N’s (SHA-256).
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Table 3 Complexity of CNTW attack with regard to hash functions.
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Table 4 Complexity of CNTW attack with regard to s-values by Coron, et al.

ooooooD s = |vap()| | logy L 0oooo logy 7 | Amazon EC2 cost [US 3]
- 64 11 15 0 20 negligible

— 128 19 40 33 10

— 160 21 0.50 38 470
SHA-1 170 22 1.80 40 1,620

— 176 23 3.80 41 3,300

— 204 25 95 0 45 84,000

- 232 27 1,900 O 49 1,700,000

— 256 30 32,000 O 52 20,000,000
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00000000000 () 00000 17000000000000000 24GHzO
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000000000000000000O0O 3)000000040000
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00000000 1,620000000000000000000000000O 454000
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ddo0bOo00o0ooOoOOo0obObOO0o0o0obObOOo0DODbOooobOoOoOoobObOOo 3000ooboOoooa
000000000 SHA-2OOODOOOODOSHA-2240000000000 100000
oooooooooOoUoOoooooOoUoOoooooOoUooooooOog L,oo0oooooQ
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O0000000000U0000 vep() 0000000 O0OUOSHA-1OOODOO 5-bito
SHA-256 00000 9-bit 000000000000 60 a0 3-bitODOOO CNTW O
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0O 5 SHA-1O0SHA-256 DO OOOOOOO
Table 5 Complexity comparison between SHA-1 and SHA-256.

SHA-1 SHA-256
|5 = van()] | logzcost | s = [van(-)| | log, cost
158 55.1 258 71.2
160 55.5 260 71.5
162 55.9 262 71.8

06 o0 3-bit0000D00 SHA-1OSHA-256 000000000
Table 6 Complexity of CNTW attack with 3-bit a-value (SHA-1, SHA-256).
SHA-1 SHA-256
s =vau()] | logycost | s=|vgp(-)| | log, cost

155 54.6 251 70.2

000000000000 6000«O 3-bit000O0ODOO0 NOODOODODOOOOODO
0000000000000 0OSHA-1O0O0DOOO 46%0SHA-256 000000 60%0
000000000000000 300000000 NOOODOD SHA-25600000
0000000000000 0000O0O000O0000000O000O0OD0 SHA-20000
odod0sODO0000000O0ODOOO000b0D eOOOODOOOODOOOOOON
goooooooooeoNTWOOOOOOOooooooooopoooooooooooo
oooooo

4. J0O0OO00OO0OO0OO0O0bOOoo0oon

O00O0OO0ISO/IEC 9796200 0000000000000 O0O0ODO0ODOOO
0000000000 00000O000OO0ISO/IEC9796-20 0000000 Active Au-
thentication 000 AAODODDOOODOO CNTWOOOOODODOOODOOOOO

4.1 O0OOOOOO

0000000Oe-PassportD0 00 0000000000000 00O0O0OOICAOODO
00000000 International Civil Aviation Organization0 0 00000000000
0O00%02004 0 1000000000000 0000e-Passportd 0 0000O0O00OO0O
0000000000 DOBACOBasic Access Controld 0 00O O 0O 0O MRTDO Machine
Readable Travel Documents( 0 0 0 0 0O O O O O PAQO Passive AuthenticationO 0O O O
0000000 00O0O00OOo0DbOO0b0OOoUObDDOOouODOo20050 600 ICODOOODO
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BF/SRR—H(CC U=% UFD)
anapage | (1) AAABRROBEAEL >(2) BE
AATBE S
(5) 106/ 31 MELEL
M1 Z&ERL
(6) M1||M2 IZ5 5 < Nz O=E (;) g TARNE
BERER *
(7) ERDRIE

ISO/IEC9796-2

> (8) HRELE

03 AADDOOO
Fig.3 AA protocol.
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ICCAYE R LT=ELEM1 IFCAE R DELHK
106734 M2 8/31
128/31(~ '
Ox6A ICCAVE R LT=EL M1 Hash(M1||M2) |0xBC
731K 106734k 20/34k A

04 DDDDDDDDDDDDG)
Fig.4 Message encoding.

ISO/IEC 979620 00000000000 0ODOO0ODO 4000%000 6)0ooooo
OO0D0O00000000000O0000000000 1024-bit0000000000DODOO
SHA-10O0OOOOOOUOO0OOO0O000O00D0O00o0IsSO/IEC9796-200 0000000
ooooOOoOO0OO0OD0OD0OD00O000000 ox6A00O00O0O0DO0OODDOOOOOOO0O ICC
0000000 M100O0O00000O0000 M1OO0OO0ODOOOOOOOODODOOOIFD
ooboooobooooooooboooobooboooon

OO0DAADDOOOOCNTWOOOOOUOODAAOOODDOOODOOOODOOOOOOOO
22000000000CNTWOOOOOOOOOOODODOODOOOOOOOCOCOOOO
gooooooooOoOoOoOCeNTWOOOOOOOOoooooooooooooooooo
gooMiOOOoooooOoooooboooooooooboooooooobDboooDnO M2
Oo00doooooooooooooooooooO0oooooooD AADooogoooo
goooooIcco M1OOoDoOOOoOOOOOOO CNTWOOOODOOOoOOoOOoOO M1
0000000000000 0000000000CNTWOOOOODO AADOODOOO
O0000CNTWOODOOOO e-Passport 00 000000000000 0O0O0O0O0OO
oo

5. 0 0O O

O0O0O0OISO/IEC 97962000000 CNTWOOOOOOOOUOUOODOooooo
00 e-Passport 00000000000 AAO Active Authentication0 O OO OO0 00O
gobodoobooobooboboboooDbobobOoobDoobooboobooo
dool0ooo 2048-bit 000 00000OO00OD o DODOOODODOOOOODOOO
do0do0oOoo0oooDooboDoDOoooOoCNTWODOOOooooDoooboooooooo
0000000 SHA-1OOOOOOOOOSHA-224 00000000 CNTWOOOO

(© 2010 Information Processing Society of Japan



1551 OO0OO0O0O0O0O0000O0O0OOObocOoO0oOooooo

Oo0O00O0O0O0O00000000o0ooOO00OCNTWOOO AADDDODooooooo
gooCcNTWOOOOOOOoOOoOOoOOoODODOOo0o0ooOooooooooogdoon e-Passport
O000000o0o0o0o0oo0oo0bOo0ooOoooo0o CNTWOOOoooooo
000000000000 e-Passport D000 ISO/IEC 979620 0000000000
goooo

201000 000000000000 e-Passport 1000000 OOOOISO/IEC 9796-2
000000 1024-bit 000000000000 SHA-1OOOOOOOoOoooooooo
O000000OScheme 1000000000000 0 2048000000000000
ooboog2240b000b0oc0oooooocooooo

o o 0O O

1) Beek, J.: ePassports reloaded, Black Hat Japan 2008 (2008). Available at
http://www.blackhat.com/presentations/bh-jp-08/bh-jp-08-vanBeek/
BlackHat-Japa-n-08-Van-Beek-ePassports.pdf

2) Coron, J., Naccache, D. and Stern, J.: On the Security of RSA Padding, Proc.
CRYPTO 1999, LNCS 1666, pp.1-18, Springer-Verlag (1999).

3) Coron, J., Naccache, D., Tibouchi, M., Weinmann, R.-P.: Practical Cryptanaly-
sis of ISO/IEC 9796-2 and EMV Signatures, Proc. CRYPTO 2009, LNCS 5677,
pp.428-444, Springer-Verlag (2009).

4) Desmedt, Y. and Odlyzko, A.: A Chosen Text Attack on the RSA Cryptosystem
and Some Discrete Logarithm Schemes, Proc. CRYPTO 1985, LNCS 218, pp.516—
522, Springer-Verlag (1986).

5) International Civil Aviation Organization (ICAO): Machine Readable Travel Doc-
uments (Doc 9303) — Part 1: Machine Readable Passport — Volume 2: Specification
for Electrically Enabled Passports with Biometric Identification Capability, 6th
edition (2006).

6) 000000000ICO0UO0DO0OO0O0DOOOUOOOUOO (2009). Available
at http://www.ipa.go.jp/security/fy20/reports/epassport/PP-guideVerl.0.pdf

7) International Organization for Standardization (ISO): Information Technology —
Security Techniques — Digital Signature Schemes Giving Message Recovery — Part
2: Integer Factorization based Mechanisms (2002).

8) Grunwald, L.: Cloning ePassports without Active Authentication, BlackHat USA
2006 (2006). Available at http://www.wired.com/science/discoveries/news,/2006/
08/71521

9) RSA Laboratories: RSA numbers. Aavailable at http://en.wikipedia.org/wiki/
RSA numbers

00o0oooooog Vol 51 No. 9 1542-1553 (Sep. 2010)

g U

A.1 SHA-1000 SHA-2560000000 «000000 NODOOOOOOO
gooooo
33000000000 10000000 NOOUDOOOOOO0O0O vep() 00000
gobodoobooooooooobooobooooooobooooooon
0000000 SHA-1OOOOOOOOOO «00D0O0OO0O0 NOOODODOOOOOO
00000 sm[ljOO00O0O0OOOO
a=5 (17a)
b=4 (17b)
N = 167329285651890867763973122193164504675205560009952918089334
396499098261543814823043625495331985171438719446868192924781
747725200276621656257506081050897171643367022452429005728048
565728009251647647851166767686368170135668801877212787792753
565434139929884574263520427913387082932310662513827535895540
874115378027413272970003655081549833132051096671983134799136
670464735884994010640535488828845356657414918114840526727907
359960619374060364953475901703365835287295789391084271520690
642793037658449025411204524762484533266773076998237678425101
880015487984317741840138884167265420122122468392466874198349
57353327532830059 (17¢c)
m[1] = 135843954602103378452585739117261698692671512554290716588637
616647812560272458698625738484338998880126715394635731040554
925706807262683062009099069978285890913666051377499200629265
184017635284688046510779099669301137598906029243939062250973
319793873695852273091141165777088222297039562778212712295065
750653004783044764999038611040004106726861962761438937624380
919851488583552287631316943655903439443388239710057200845549
007609255596490194584722984791376463608722518371217052102411
712269227885707850926238723330144814244303284252275751303121
2559961455872614 (17d)

(© 2010 Information Processing Society of Japan



1552 O0OO0O0OO0O0O0O000O0O0OOOCOOOO0O0O000O0

0000000 SHA-2560000000000 «0O0OODO NOOOOOOOOO

Oooooouwm[l]O0DO0O0O0O0ODOOO

a="17
b=14

(18a)
(18b)

N = 235287125415338810620181832631050354320247665785191017167476
770672796736569905575085183393187630332854720473203570834022
601977356127784518080285260185524378662497206074955554700786
876432350518041784287877314655195951139536902828660552609238
211696461587299227288831145167221855000897453709613748503282
709770627429067825531845855090230100256250020366159297586437
217605578380513790269083501675554116641821305491293051681168
817553527953926979879334159401776583898377795711071917590136
960586080455485293829162898229938797357211111321419392392251
574988745858571490324014832567669117734994088429538230940049

89404339893820517

m[1] = 839663252334902060880504078779569567492771482498858998786697

g 0O

O00O0ISO/IEC 979620 0000000000000 00O0OODOUOOUDUOO
gooooooooooooooooobooooobooooobooooooooobooOooOoobo
gobobooboooooooooooooooooboooooobooodooooooooooboo

440475601366551722126840971440277458130466054570969168541208
971244721131097722615419446073151851739162854331115381152855
909199286526283387480737038731218853843755098022234525313138
689462776991831801335262759137590329245412781574825670558240
848477009499565981786783716518253399620534407550002041496905
035438318143872454669018667522419528569301031761017176195388
022698199267219369607090749677228240053997139437885604611239

3489689426178510368592767554806147506024304663532153 (18d)
(00 21011030000)
(00220 60 3000)

O

00o0oooooog Vol 51 No. 9 1542-1553 (Sep. 2010)

(18c)

gboboboobooboooooobooooboobobobo

gbobooooooooobobobo oboog

oo og

198500020080 00000000000000O0OOOOO0O2009 0O
goboooobooooooobobooOooooobooboboOooooobooboo
gozoo0000000000000O000LUDOLUDOODOOOOOO
gboocooooobooobooobooOooOoOoobOoOoboUOobOOoobOOooooo
200000 00000000000000000OCSsS2009000000

oobooooboooooooooboo

oo ooobooooo

196700019920 0000000000000199400000000
oooooooooooooooooorooobboboooooooo
gooboooooobDooooOoooomrooooboooooon
goooooooooooobooooooooobobooooooboo
0000000002001 0 WaterlooOOOOOOOOOOOOO19990

OO00000000ooooooooOoOgscIs1voooooonz20020o000ooog
Oo0D0O0O0OoOogoooocss2o020b0b00ooooop2070oooooooooonoag
gooooopbobooob208000db00oooOooOooboooobOobooboboOonDO

IACROOOO

oo oo

19670001990 0000000000000000199200000
gbobodooooobooobooboboOobooOooogz2090b0b00oOoonoo
gobooooooooooooooooooOobOoooobOOoOoOoOooon
gooom2ooooooooooooooooooooobooo
gobtoooooooooooooboooooooboooooboooooon

200 0000000000000 000DOO00OOOOOOO0OOOOOODOOOOOOO
gobooooooooo

(© 2010 Information Processing Society of Japan



1553 0O000O0O0O0O0O0O0O0OCOOOO0O0COOO0O00

oo o0ood oo oog

19720001994 0000000000000000001999000 19450001971 00000000000000000001971000
oboobOooooooobooooooooOeyoooooooooon ooooooobors0ooooooosooooooooooon
2010000000000 0O0O000O000O0OOOOOOOOOOO0 ‘ gogbz2oo0ooooooooooooooooooooooooooo
0000000000000 00000000IEEEDDOOOO0O0Onn goobooodoooobooooooooboooooobooooooobo
goooooo . OOOO0OIEEEDOCOOOOOO0O0O0ITEODODD

00o0oooooog Vol 51 No. 9 1542-1553 (Sep. 2010) (© 2010 Information Processing Society of Japan



