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DNS Resource Record Anlysis of URLSs
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In recent years, spam mails intending for “One click and charge claim”,
“Phishing” and so on have become increasing. As one anti-spam technology,
DNSBL based on the URLs or their corresponding IP addresses in the mes-
sages is well used. However, some spam mails that cannot be discriminated by
conventional DNSBLs get appearing since the spammers create web sites using
various techniques such as botnet, fast-flux and Wildcard DNS record. To im-
prove the accuracy of discrimination of spam mails using these techniques, we
analysed DNS record charasteristics corresponding to the domain name from
the URLs in actual spam mails. According to the result of this analysis, we
confirmed that improper use of Wildcard DNS record is one effective criterion
for discrimination of spam mails.
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Fig.1 An example of the name server using Wildcard DNS record
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Fig.2 Classification of the range of using Wildcard DNS record
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ﬂftioio&%w%WOA%T%éﬁ,_@iokf—w%gﬁ@ 845 2 L AN
Tholcle®, ERTFETERERA N LHESNTZbOEFEM L. £72, URL% A v
TV EDIEEE AL DY T NE LT, A AP — R LV EESNDE
FA—AEHH L, RERTY T E LTHEMLEZA— LT TO 3HETH 5.
(1) AWFEETHEHLTOD A= =3 (LI, A= P =N A LIRS [TV A —
NOWN, BEFEOT 4 VE Y v 77—V ERONTEREA =L L S0, HDH 0
%, A=V 27U A MFELREVZ—F =T THNIZHD

(2) AAOFHET 5D A—AH—8 (B, A=A — "B LIER) (@ A—LD
P, SpamAssassin® 12 L > Tk A —/L 2 S 7= D

(3) %~/bvﬁ:}Vﬁ‘~t Az ko> TR Sz bHO

INHDA—NEZETDHITHI>T, EFENFEBRITHEMN L2BRELX 3 IR

BTN E LTRELEEFA—NAVOHERE, TORIPIZEEN TV URL X0 il
L7z FQDN %% %% 1 1R 7.
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3 DNS L =i— N &7 o B
Fig.3 Environment for DNS record analsys
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® 1 ZEA-VHEE Ay E—THN FQDN #
Table 1 Counts of received e-mails and included FQDNs
HEA—L IR A—
ZAF A=V (1) 10395 1062
FQDN () 7035 732

4.2 BWHER

AT, 4.1 HOBRRECEA LT — 4 & mlCiRGE, B28%17). 3.1 fi T2 4H
HZMREET 2R0Z, AEBRTH T A& 67z, FQDN, KAA 4, AAMIP T R
VR, F—bWh—r M, F—LY—NIP T FLAOREER 217, £22R15L, *
XA —LCiE FQDN % 7035 1% LT, #FEeA A o IP A3 329 &7 s
Lhpotz. ZOMELEDNS vy Fabe o IicBL T, 4.2.1fik 422 TiELL
WD ZEICT D, £z, IP T RLAOHICHK LT URL OENB LGRS -2 Lico
WTIE, 4.2.3HiTDNS VAL RA— ROFERICET LR E L bIZik~RDZ LT 5.

4.2.1 A La—F#%

AEHTIE, A—/MIZEENS FQDN O A L o— REOFREZTICELZZITH. HA—IL
DO FQDN D A La— FEEER3ITRT. RIERADI L, EKHA—1HlD FQDN Tik A
LVa— R& L LDFZ220E D0 99.59%, D A La— REFFSH 08 041% &0 H
FERE ol LERST, SREIOV U TADNBIE, XF—bHF—NZEZEDO A La—|F
EEEGLIP 7 FLAOEREZLTO) FANDELIA N2 WnWR b, F, 1
R LTZRER A — Al FQDN Ofdi e Zn 61t L TEH STV AR NP 7 RL A
O ERD &, BEPBIBCDRIEZD. 20X RERICRST-001F, KBEN IP
7 RLREIHEVEFERET, FQDN &H D WIXE D503 & FZIZEE LT Web Y1 b %
HLTWeledZeEx b5, —FT, FEERRA—NATET1IHDO A LVa—REFSD
BN 82.24% BHD A La— FEFHSLOMNR 17.76% L WHRER LY, IEkHA—L

® 2 AT —2 Ok

Table 2 The total count of various data

HREA—L IR A—
FQDN(f#) 7035 732
RAA % (1) 1705 533
ARANIP 7 RLA (ff) 329 758
F—hY =4 (1F) 2297 1078
=AY —NIP T FLA (ff) 539 989
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% 3 FQDN D A La— R
Table 3 Counts of A-record per FQDN

A La— kA —/LN FQDN FEKA =N FQDN
| A (%) [ BE (%)

1 7006 99.59 602 82.24

2 24 0.34 88 12.02

3 0 0.00 10 1.37

4 2 0.03 9 1.23

5 0 0.00 2 0.27

6 2 0.03 11 1.50

7 0 0.00 7 0.96

8 0 0.00 2 0.27

9 0 0.00 0 0.00
10 LIk 1 0.01 1 0.14

o> FQDN BE#D A La— REFFOE WO FERIZR o7z, ZOFREFIZ OV TIL 4.2.2 FHi
TA La— RO TTLEIC OWTHRGEET 28, bETEREITO 2 LIZT 5.

4.2.2 A La— FDE7ERERH

# 4124 FQDN TRESN TV TTL EOEIG &4, KA — /[T TTL 23 0
F~3600 B> FQDN 1 96.26%% Tk Y, F¢hH, TTLEA 1801 #~3600 B b
DN 89.24% LFEP L Tue. — T, FEREA—/VAITH TTL fEA 0~3600 # > FQDN
2 70.36%1FEL, ZDOW, 43.58%03 0~900 F» & FEFITERERICEE STz, 4.2.1 Fi
Tk _7= k51T, FEEHA— AL THEBMDO A La— F&2H L TW5 FQDN 2AfE7EL T
WH I LN, EEHA—ANO URLIZBWTEH DNS S Rn U MR ST

*®4 ALvza—F&HO TTL
Table 4 TTL of each A-record

TTL f& WA —LN FQDN | JEk# 4 — N FQDN
| HA (%) [ BE (%)

0~900 433 6.15 319 43.58
901~1800 61 0.87 30 4.10
1801~3600 6278 89.24 166 22.68
3601~10800 20 0.28 35 4.78
10801~21600 35 0.50 63 8.61
21601~43200 14 0.20 10 1.37
43201~86400 190 2.70 105 14.34
86401~172800 2 0.03 3 0.41
172801~ 2 0.03 1 0.14
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BANRHDH EDPNS. ZOBA, DNS Uy Fu b U idARD B TH D, F— DAL
SEOTDIERESNTWD EEZOND. Thbb, AT D0Z Y1 MIL,
DNS 70 v Ru B ORBRKE BN ATRRERE V. LR -T, A La— RRZwn,
HDHNNIENGO TTLENENE WD P TR A — LV OHEEZTHZ LT LV E R
s, LaL, TTLEA 3600 BWEH x5 FQDN 23, e A — /LI Tix 3.47%, FEksk
A—VAITIE 29.64% ThH o7 Z L H#E 2 D L kKA — /LN FQDN @ TTL i g/
EVEWNI) T ENRNZD.

4.2.3 DNS 74 )L FA— FOFERAFEEL SOA LO—FOFE

4216, 4218 TEZE S, SEIOV L FANLITIP 7 FLAZLHEM L, DNS
Ty R EUICE > THEHASEDIP 7 RLAZERIEL2TNOEHE Y Aol
LI LR S, REA—/VET URL OF R MG EERE LTS FANRS R TE 7.
ZHIZE# LT, DNS AL R — ROBERIZOWTHEEARTT 5. 3.1 BiTik~7= L 51z
B o= D — MR 2 1R L2 ET DNS U A L K — ROMH ST 2 #iPH 2 5~
7z. % FQDN #® NS L 22— NZBN D r— L ¥ —SDHN, DNS U A /L Ki— FOEH
NS KENo72b D% Z D FQDN 0 DNS UA /L R — KR E 2R L. #*
5134 FQDN /@ DNS U A )V KA — NMERFEHZ R L TWD. ETHER TS A, K
BEA— NV TOH T LY KA A LET DNS U AV K — REEHT 2 FQDN A3
SHGEHEL TR THD. 2FV, 3 1HEHTHERZL 5722 DNS VAV Rh—REfAL
TER— LY —BHFEELTEY, IRHEFEHLTA— 1 ETFQDN 2ZE LT\ &%
bbb, Fio, 7 RAL L TOMAITIEREA —LNO FQDN THEH I Tz,

Wiz, % F—2LHP—N1IP 5D DNS U AL KA — FERA#HE 6 177, £6I12X
L&, EBERN Y T LY RAAL U TODNS UA N R —FE2MHHLTOWIZf— LY —10D
IP7 RLAIE34ETH o7z, £S5 Thy LUV RAAL VLPBETDNS UA L KA — RFR
& TW= FQDN 28 5948 CTH -7 L 252D &, ZOEMEIIMIHII O TH D.
F7, SOA La— ROFHEE DNS UA L KA — RO A& ITBIEERH 5 2 & 03 -

% 5 FQDN #® DNS U A /b K — N &
Table 5 The range of using Wildcard DNS record of each FQDN

KEH  HT FAA LU
KA —/LN FQDN (ff) 336 751 5948
FkE A —/LN FQDN (f4) 637 95 0

ko FLAUL R A A LUK
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£6 X—LY—/NIP 7 KL RHD DNS UA )b R — Nl A
Table 6 The range of using DNS Wildcard record of each name server IP
HAEH HT R AL LA by F LAV R AL LR
REA — AR — 2P — N TP () 364 141 34
IEk K A — R — 2 — R TP (1) 810 179 0

7. #7124 FQDN 5® SOA L a— ROF ML DNS U AL Kh— REH O EZ 7R~
A —AICIE, @FEH THNEELNHIET O SOA La— FEHE b FQDN 23F
HELE. &5, by 7 L~ULRAAL L TDNS VAL KB — RKZ&H/H LTS FQDN 7>
blE, SOA La—REH/OLNBRNWI ENRZNEWNIFERER ST 2O XS RPN
=D, HWBEEIN Web 31 b OWEEIZHZ>T, DNSH—_ELTRES LH Ry —1
EHEALTWAEOEEEZBND. EHA—/LHTDNS VA )L RO— REZHEH LT
W, HDENET T AL CUBETHEA LTS FQDN T, SOA La— RAXRIML TS G
DHFELTZ. THUEL DNS VAV R — FERAEHAOHEDEIZ, r—b% =D v —
Al a— RRPEEINTY, —ery NU—JEER KD X— 2P —DIEE DR
HRFEAEML, ELLFEAZHETE 20 FQDN BNMFE L7720 Th o7z,
ULEORERELY, FQDN 2 A —VHICEET2FAXMEH L TW 2546, WEHIT DNS
TAN K —REHHLTHSREENEL, £72, FQDN IZx LT SOA L a— RN
LCWa5E, O FQDN IZRWEIETHEERLOTHDH LEX LS. LIEMR-T, T
NOERRDLZ LT, WREFICES>TURLRIP 7 RV A, R—AP— 372 EAHEEICE
BINDEIBGEAETH, AEF2 URL NHET D720 0FH L L THEEL, REMICIE
HEA—VHEICHBIEHTE 5 EEx b5,

5. bH Y I
AR THE, A — VHIBIOREE 26 B+ 572012, A vE—YNURL ® DNS L a—

& 7 FQDN f5» SOA L =— RAHER] DNS VA /L K4 — FEHHEH
Table 7 The range of using Wildcard DNS record based on the existence SOA record of each FQDN

SOA La— A | kM 47 FAA LR by ZLUL R A A LI
HEE A — LN Y 311 750 1
FQDN(f#) ML 25 1 5947
kK A — LN EE) 637 95 0
FQDN () L 0 0 0
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RIENT AT o 12, WERDOME A —/VHBITIEIC L 57 4 V& 1 v Z R, BEETTORR %
BRI & LCHEEE DA LT BE~ 2 FES DNS L a— RIZE#E LTS DMEE L
fo. FORER, RERTES LY T LVO8E, A La— Mk L a— RAEFRMICHE
LT, BCBEENMERT 5 fast-flux Tk & F UK FERE A — LA B BLALZ. Lizdd->
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