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Choosing Security Modules Based on
an Investment Model and Trust-But-Verify Approach

KANTA MATSUURAT! and PENG YangT!

Security economics has many achievements in analysis-oriented theories.
However, it lacks synthesis-oriented approaches. In an attempt at synthesis, we
developed a users’ guideline for product-validation systems regarding security
modules. The guideline firstly trusts heuristic choices but eventually verifies
a set of choices based on an investment theory so that users can construct a
PDCA cycle paying attention to both theory and practice.
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Fig.1 Productivity space of information security and optimum investment curves.
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Example of High-Vunerability Intensive Curve
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Fig.2 Example of a set of module choices (1).
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Example of Mid-Vunerability Intensive Curve
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Fig.3 Example of a set of module choices (2).
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Example of Suspicious Curve
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Fig.4 Example of a set of module choices (3).
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