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A study on classification of malware
based on automatic execution set-up
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Today's malwares, such as bots, are re motely controlled by commands sent through the
Internet from an attacker. This means that these malwares have to stay alive themselves
in PC so that they can await for further commands from the attacker. In other words, for
almost all malwares, intrusion into system directory and reg istration themselves to auto
run list are key functions which they should equip. This motivated us to study a malware
detection s cheme bas ed on the action with respect to au tomatic execution s et-up,
however, it has been difficult to find all the malwares only by one s cheme due to vast
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diversity of malwares. Hence it is i mportant to categorize all variety of malwares based
on some appropriate manner, and use a suitable detection scheme for each category of
malwares. That is, to enumerate every possible detection schemes is necessary for coping
with today’s malwares. Therefore, in this paper, as the first step to the goal, we try to
categorize malwares based on a behavior with respect to automatic execution set-up.
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Figure 1 Repetitiveness of intrusion
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Figure 2 Classification of malware
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Figure 3 Malware in category 111
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Figure 4 Malware in category IV
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Figure 5 Malware in category III with consideration of execution link
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Figure 6 Malware in category IV with consideration of execution link
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