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Hiding of OS Code Using a Virtual Machine Monitor

MiITSURU SAKUMAT! and YosHIHIRO Oyamafl

The code of operating systems includes a number of valuable technologies.
Keeping the technologies secret is not simple. Hiding the source code is in-
sufficient because the essence of the technologies can be analyzed eventually
through reverse engineering of binary code. An effective solution to this prob-
lem is to hide the code itself from reverse engineers. In this paper, we propose
HyperCensor, a system for hiding the code of an operating system from its
users (including a root). HyperCensor is implemented using a virtual machine
monitor. Secret code parts are removed from the original file and stored in
the virtual machine monitor. They are kept inaccessible from the operating
system users and executed on demand by the virtual machine monitor. We
implemented the system and confirmed that the system could successfully hide
the code of the Linux kernel and a device driver.
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Fig.1 Overview of the proposed system
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Fig.2 Hiding of OS code
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Fig.3 Usage example
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Fig.4 Execution flow of the extended VMM
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02 “s-laR /700000
Table 2 Execution time of “Is -laR /”
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Table 3 Execution time of Fib
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Table 4 Execution time of the fork system call benchmark
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Table 5 Comparison with existing VMMs
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