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Problems on the shifts to a new specification
with countermeasures of
the SSL/TLS renegotiation vulnerability

Yuii SUGAT

In November 2009, Marsh Ray, Steve Dispensa and Martin Rex released
details of a vulnerability in the SSL and TLS protocols!)?) that could allow
Man-in-the-Middle attacks to be carried out®). SSL and TLS operate between
the IP and application layers and ensure application data encryption and data
integrity, authenticating the target of communications using X.509 public key
certificates. As they are used together with application layer communication
protocols such as HTTP, SMTP, and POP, this vulnerability affects a large
number of applications and systems. IETF published countermeasures with
unprecedented speed as RFC574611) | however server-side implementations are
not settled. In this report, we discuss about problems of the shift to new spec-
ifications.
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