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Applying Nash equilibrium and probabilistic
model on security problem of cloud computing

Itaru Kaneko'

Evolution and expansion of mash up applications in the cloud computing complicate
security problems and increase the influence of the failure of single service within the
system to other part. It is an urgent problem to establish the analysis method of the failure
of such system. Nash equilibrium and probabilistic modeling are the possible tool to
analyze such problem. We examine the effectiveness of those technique by reviewing
research project using such techniques.
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Table 1 An example of Nash equilibrium
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Figure 1 An example of a payoff probability distribution.
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Figure 2 The trajectory of the payoff after repeating of series of the trial.
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Figure 3 Effect of replaceable security component(SC).
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Table 2 Game matrix with zero replacement cost
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Table 3 Game matrix with zero replacement cost
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Table 4 Game matrix with zero replacement cost
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