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System administrators usually install anti-virus software to each host as coun- 0000000000000 000000000000noD0NnoNooonnonooononn

termeasures against malware. As the stealth malware that hides itself using
rootkit technologies spread, an anti-virus software becomes hard to detect it. ggbooobooboobuoobuoobooboboobobobobobuobobobobboo

In this paper, we proposes the technique that detects and nullifies the rootk-
its by monitoring OS behavior from the outside of OS using the virtualization ooooobooboooooboobooooobooobooooooooooooo
technique. By using this technique, we can detect the stealth malware even dodoooDoObObOo0o0o0oooobOooo0o0o0ooooDobOo0ooooooooooa

with existing anti-virus software.
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Fig.1 The flow of GUARD
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Fig.2 The construction of the host system without GUARD
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Fig.3 The construction of the host system with GUARD
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Table 1 The test environment
OS Fedora 120 kernel-PAED
CPU Intel Core Duo T24000 1.83GHz0O
RAM DDR2 PC2-5300 1GB x 20 Dual Channelld
gooooo Intel 945GM
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Table 2 Fedora 12 startup times
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300 35.95 74.33 207
400 35.95 74.54 207
500 36.36 74.27 204
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03 Jooogoooooo
Table 3 The results of himeno benchmark

ooooO0oOoboOo0oOooooo goooooobooOoooooo
ooooo0oooMFLOPSO 0o0oo0ooo0oooMFLOPSO

100 792.349921 549.015371

200 793.624253 544.815882

300 790.449137 543.278939

400 793.463121 543.449926

500 791.741352 543.313730

oo 792.325557 544.774770
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