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Command & Control C&C DNS
Modeling and Statistics of Tracking-path C&C FQDN DNS

for an Effective Botnet Traceback cac

DNS
Toshifumi Kai’ and Ryoichi Sasaki'

The damage of botnet is increasing, and it is an important problem to track bot masters. (bullet-proof)

We analyzed tracing paths of bo tnet and classified these under 5 p atterns. And if there PC
are ter minals of bulletproof p roviders or end users on a path, tracing on the path is

difficult. No w we ar e examining ar atio of bo tnet using a terminal of bul letproof

providers and end user s. We hav e examined a ratio of botn et us ing a ter minal of

bulletproof p roviders and end us ers. As a result, we estimated the ratio of the botnet

which used terminals of end users at around 30% f rom 10%, bulletp roof providers at

least 20%, and normal server managers at around 50% from 40%.
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2 C&C
FQDN Web
3
4
1 DNS
RybRvk /J—=I)L
A& LT- FQDN #:-% 703 192
DNS —/\DFE R 4% 353 192
S25R AXD— a1 —FimKHE
S Ll BB 8 111(31%) 27(14%)
RBN 75voRAMZiB#EishTL
g 85(24%) 0(0%)
C&C H—nNTS5yHYRMZIBFEE
U 10(3%) 0(0%)
LEROANICHZLLEVEE 204(58%) 165(86%)
2 C&C
1 ST J—=I)L
EAZEL1- FQDN #-# 703 192
IP 7RL A DE G H-3 167 100
S25R AKX O— 1 —YimFKHE
S Jol= AT 8 47(28%) 17(17%)
RBN 75y URMZiB&ESh T
b 36(22%) 0(0%)
C&C H—nNTS5yHYRFIBEE
U 34(20%) 0(0%)
LEREOANICHEZE LS LAV ER 80(48%) 83(83%)
3 IRC
S25R MJL—JLIZ | S25R M JL—)LI=
5] xRy
C&C Hr—/\ ¥ % 269 1137
AREZIALXENTNEWIRC H—
AL OB 117(43%) 558(49%)
LERICERLYLAL S 152(57%) 579(51%)
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